Reprezentacia YANG modelov v kontexte
konfiguracie smerovacov v rozsahu CCNAv7 tém
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Reprezentacia roznych sposobov konfiguracie CCNAv7 tém

CLI (text) vs. RESTCONF (JSON, XML) vs. NETCONF (XML)

Obsahom tohto dokumentu st nazorné ukazky a porovnania pristupov, ktoré je mozné vyuzivat na
konfiguraciu smerovacov — konkrétne konfiguraciu tém, ktorym sa venuju kurzy CCNAv7. Pri vyucovani
tejto problematiky je v sucasnosti primarne rozsireny tradi¢ny pristup, vyuzitim prikazového riadku.
Postupom casu dochdadza k automatizacii aj v odvetvi pocitacovych sieti. Manualna konfigurdcia cez
CLI, pokial sa jedna o spravovanie velkého mnoZstva zariadeni, zacina byt zdihavé a nachylnd na
chybovost. Rovnako mdze byt problémom préaca so zariadeniami od réznych vyrobcov, kedze kazdy
vyrobca ma definované iné CLI prikazy. Konkrétny administrator, ktory topolégiu spravuje, by ich teda
musel vietky ovladat. Je zrejmé, Ze aj v pripade pouzitia dokumentacie, sa sprava réznorodej PC siete
znacne komplikuje.

Vyssie spomenuté problémy je mozné riesit vytvorenim réznych automatizacnych nastrojov, kde
topoldgiu spravuje ,kdd“. Z pojmu automatizacia vyplyva, ze primarna interakcia nebude medzi
¢lovekom a strojom, ale medzi systémami navzajom. Na zjednoduSenie a sprostredkovanie takejto
interakcie sa populdrnym rieSenim stala implementacia API (aplikaénych rozhrani). APl je moZné najst
priamo na sietovych zariadeniach a réznych dalsich kontrolnych systémoch.

K APl sietovych zariadeni, ako je napr. smerova¢ CSR1000v mézeme pristupovat vyuzitim
protokolov RESTCONF (HTTPS) a NETCONF (SSH 830). Druhou otazkou, ktord bolo potrebné vyriesit sa
stalo popisanie zdrojov a sluzieb sietovych zariadeni formou, ktora by bola zrozumitelna pre poditace.
CLI je sice zrozumitelnd pre ludi, no v pripade potreby automatizdcie nam CLI poskytuje
nestruktirované data, s ktorymi sa tazko pracuje. Preto vznikol koncept popisu zdrojov a sluzieb
vyuzitim modelov (YANG). Kazdy komponent alebo sluzba sa skladd z rovnakych atribdtov, ¢i je
implementovana na Cisco, Juniper, MikroTik alebo akomkolvek inom zariadeni. Kazdy vyrobca pouZiva
vlastnu sadu CLI prikazov, no YANG model ostava rovnaky.

V dokumente bude zndzornena konfigurdcia tradiénym sp6sobom cez CLI a ukdzka danej
konfiguracie po transformovani do RESTCONF a NETCONF reprezentacie. Ku kazdej téme bude ukdzand
sada CLI prikazov a odpovedajlca reprezentacia v RESTCONF (JSON) a NETCONF (XML) protokoloch.

CCNA1 — Introduction to Networks

1. Hosthame
CLI:

#hostname Router_Name

RESTCONF: https://192.168.2.6:443/restconf/data/native/hostname

{
"Cisco-I0S-XE-native:hostname™: "Router_Name"
}
NETCONF:

<hostname>Router_Name</hostname>
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2. Hesla do privilegovaného rezimu
CLI:

#enable password slabeHeslo
#enable secret silneHeslo

RESTCONF: https://192.168.2.6:443/restconf/data/native/enable

{
"Cisco-I0S-XE-native:enable":
"password": {
"secret": "slabeHeslo"
s
"secret": {
"type": "5",
"secret": "$1$mERr$2Z8TGAKG8cdGKPYorGsbe/"
¥
}
}
NETCONF:
<enable>
<password>
<type>7</type>
<secret>0832404F0B1C2D12010703</secret>
</password>
<secret>
<type>5</type>
<secret>$1$mERr$2Z8TGAKG8cdGKPYorGsbe/</secret>
</secret>
</enable>

3. Konfiguracia liniek — konzola a VTY
CLI:

#line console @
#tpassword konzola
#login
#texec-timeoute 5
#logging synchronous

#line vty 0 4
#login local

#transport input ssh

RESTCONF: https://192.168.2.6:443/restconf/data/native/line

"Cisco-I0S-XE-native:line": {
"console": [

"first": "0",
"exec-timeout": {
"minutes": 5
}s
"logging": {
"synchronous": {}
1

"login": {3},
"password": {
"secret": "konzola"
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"last": 4,
"login": {
"local": [
null
1
s
"transport": {
"input": {
"input": [
"ssh"
1
¥
¥
3
1
¥
}

NETCONF:

<vty>
<first>0</first>
<last>4</last>
<login>
<local/>
</login>
<transport>
<input>
<input>ssh</input>
</input>
</transport>
</vty>

4. Konfiguracia Sifrovania jednoduchou Sifrou
CLI:

#service password-encryption

RESTCONF: https://192.168.2.6:443/restconf/data/native/

"service": {
"password-encryption": [
null
1

NETCONF:

<service>
<password-encryption/>

5. Konfiguracia domény
CLI:

#ip domain-name cnl.sk
#no ip domain-lookup

RESTCONF: https://192.168.2.6:443/restconf/data/native/ip/domain

{
"Cisco-I0S-XE-native:domain": {
"lookup": false,
"name": "cnl.sk"
}
}
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NETCONF:

<domain>
<lookup>false</lookup>
<name>cnl.sk</name>
</domain>

6. Konfiguracia lokalnej databazy — tvorba pouzivatelov
CLI:

#username cisco privilege 15 password ciscol23
#tusername test user secret cisco

RESTCONF: https://192.168.2.6:443/restconf/data/native/username

{
"Cisco-IOS-XE-native:username": [
{
"name": "cisco",
"privilege": 15,
"password": {
"encryption": "7",
"password": " ©822455D0OA16544541 "
}
1
{
"name": "test_user",
"secret": {
"encryption": "5",
"secret": "$1$mERr$hx5rVt7rPNoS4wgbXKX7mo"
}
}
1
}
NETCONF:
<username>
<name>cisco</name>
<privilege>15</privilege>
<password>
<encryption>7</encryption>
<password> 0822455D0A16544541</password>
</password>
</username>
<username>
<name>test_user</name>
<secret>
<encryption>5</encryption>
<secret>$1$mERr$hx5rVt7rPNoS4wgbXKX7mo</secret>
</secret>
</username>

7. Konfiguracia rozhrania
CLI:

#interface GigabitEthernetl
#tdescription Uplink Gil
#ip add 192.168.10.10 255.255.255.0
#ipv6e address 2001:db8:0:10::1/64
#ipv6 address fe8@::1 link-local
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RESTCONF: https://192.168.2.6:443/restconf/datalietf-interfaces:interfaces/interface=GigabitEthernet1

"ietf-interfaces:interface": {
"name": "GigabitEthernetl”,
"description": "Uplink Gi1",
"type": "iana-if-type:ethernetCsmacd”,
"enable": true,
"ietf-ip:ipva": {
"address": [

"ip": "192.168.10.10",
"netmask": "255.255.255.0"
}
]
s
"ietf-ip:ipv6e": {
"address": [
{
"ip": "2001:db8:0:10::1",
"prefix-lenght": 64
}

NETCONF:

<GigabitEthernet>
<name>1</name>
<description>Uplink Gil</description>
<ip>
<address>
<primary>
<address>192.168.10.10</address>
<mask>255.255.255.0</mask>
</primary>
</address>
</ip>
<ipv6>
<address>
<prefix-list>
<prefix>2001:DB8:0:10::1/64</prefix>
</prefix-list>
<link-local-address>
<address>fe80::1</address>
<link-local/>
</link-local-address>
</address>
</ipv6>

8. Spustenie CDP a LLDP

CLL:
#cdp run
#11dp run
RESTCONF:
https://192.168.2.6:443/restconf/data/native/cdp https://192.168.2.6:443/restconf/data/native/lldp
{ {
"Cisco-IOS-XE-native:cdp": { "Cisco-I0S-XE-11ldp:11ldp": {
"Cisco-IOS-XE-cdp:run": [ "run": [
null null
1 1
¥ }
¥ }
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NETCONF:

<cdp>
<run
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-cdp“/>
</cdp>

<11ldp
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-11dp“>
<run/>

</11ldp>

CCNA2 — Switching, Routing, and Wireless Essentials

1. Konfiguracia Router-on-a-Stick
CLI:

#interface GigabitEthernetl.10
#tencapsulation dotlq 10
#ip add 10.0.0.1 255.255.255.0
#interface GigabitEthernetl.20
#tencapsulation dotlq 20
#ip add 21.0.0.1 255.255.255.0

RESTCONF: https://192.168.2.6:443/restconf/datalietf-interfaces:interfaces/

{

"Cisco-I0S-XE-native:interface": {
"GigabitEthernet": [
{
"name": "1.10",
"encapsulation": {
"dot1Q": {
"vlan-id": 10
}
b
"ip': {
"address": {
"primary": {
"address": "10.0.0.1",
"mask": "255.255.255.0"

b
b
b
{
"name": "1.20",
"encapsulation": {
"dot1Q": {
"vlan-id": 20
}

1

"ip": {
"address": {
"primary": {
"address": "21.0.0.1",
"mask": "255.255.255.0"
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NETCONF:

<GigabitEthernet>
<name>1.10</name>
<encapsulation>
<dot1Q>
<vlan-id>10</vlan-id>
</dot1Q>
</encapsulation>
<ip>
<address>
<primary>
<address>10.0.0.1</address>
<mask>255.255.255.0</mask>
</primary>
</address>
</ip>
</GigabitEthernet>
<GigabitEthernet>
<name>1.20</name>
<encapsulation>
<dot1Q>
<vlan-id>20</vlan-id>
</dot1Q>
</encapsulation>
<ip>
<address>
<primary>
<address>21.0.0.1</address>
<mask>255.255.255.0</mask>
</primary>
</address>
</ip>
</GigabitEthernet>

2. Konfiguracia protokolu DHCPv4
CLI:

#ip dhcp excluded-address 10.0.0.0 10.0.0.10
#ip dhcp pool L10

#domain-name cnl.sk

#dns-server 8.8.8.8

#default-router 10.0.0.1

#network 10.0.0.0 255.255.255.0

RESTCONF: https://192.168.2.6:443/restconf/data/native/ip/dhcp

"Cisco-I0S-XE-native:dhcp": {
"Cisco-I0S-XE-dhcp:excluded-address": {
"low-high-address-1list": [

"low-address": "10.0.0.0",
"high-address": "10.0.0.10"

]
1
"Cisco-I0S-XE-dhcp:pool”: [
{
"id": "L1e",
"default-router": [
"10.0.0.1"
1,
"dns-server": [
"8.8.8.8"
1,
"domain-name": "cnl.sk",
"network": {
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"number": "10.0.0.0",
"mask": "255.255.255.0"

NETCONF:

<dhcp>
<excluded-address
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-dhcp*“>
<low-high-address-list>
<low-address>10.0.0.0</low-address>
<high-address>10.0.0.10</high-address>
</low-high-address-1list>
</excluded-address>
<pool
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-dhcp“>
<id>L1e</id>
<default-router>10.0.0.1</default-router>
<dns-server>8.8.8.8</dns-server>
<domain-name>cnl.sk</domain-name>
<network>
<number>10.0.0.0</number>
<mask>255.255.255.0</mask>
</network>
</pool>
</dhcp>

3. Konfiguracia protokolu DHCPv6
CLI:

#ipv6 dhcp pool IPV6-stateless

#dns-server 2001:db8:0:1::1

#domain-name cnl.sk
#ipv6 dhcp pool IPV6-stateful

#dns-server 2001:db8:0:1::1

#tdomain-name netacad.com

#address prefix 2001:db8:0:1::/64 lifetime infinite infinite
#interface GigabitEthernetl

#ipve dhcp server IPv6-stateless

RESTCONF: https://192.168.2.6:443/restconf/data/native/ipv6/dhcp

"Cisco-I0S-XE-native:dhcp": {
"Cisco-I0S-XE-dhcp:pool™: [
{
"name": "IPv6-stateful",
"address": {
"prefix": [
{
"ipv6-address": "2001:db8:0:10::/64",
"lifetime": {
"valid-lifetime": "infinite",
"preferred-lifetime": "infinite"

1
1

"dns-server": [
"2001:DB8:0:10::1"
1,

"domain-name": "netacad.com"

"name": "IPv6-stateless",
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"dns-server": [
"2001:DB8:0:10::1"
1,

"domain-name": "cnl.sk"

https://192.168.2.6:443/restconf/data/native/interface

"Cisco-IO0S-XE-native:interface": {
"GigabitEthernet": [
{
"name": "1",
"description”: "Uplink Gi1",
"ip":
"no-address": {
"address": false
}
¥

"ipve": {
"dhcp": {
"Cisco-IO0S-XE-dhcp:server": [
{

}

"word": "IPv6-stateless"”

NETCONF:

<dhcp>
<pool
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-dhcp“>
<name>IPv6-stateful</name>
<address>
<prefix>
<ipv6-address>2001:DB8:0:10::/64</ipv6-address>
<lifetime>
<valid-lifetime>infinite</valid-lifetime>
<preferred-lifetime>infinite</preferred-lifetime>
</lifetime>
</prefix>
</address>
<dns-server>2001:DB8:0:10: :1</dns-server>
<domain-name>netacad.com</domain-name>
</pool>
<pool
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-dhcp“>
<name>IPv6-stateless</name>
<dns-server>2001:DB8:0:10: :1</dns-server>
<domain-name>cnl.sk</domain-name>
</pool>
</dhcp>

4. Konfiguracia protokolu HSRP
CLI:

#interface GigabitEthernetl.10
#standby 10 ip 10.0.0.100
#standby 10 preempt
#standby 10 priority 101
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RESTCONF: https://192.168.2.6:443/restconf/data/native/interface
#pod konkrétnym rozhranim

"standby": {
"standby-list": [
{
"group-number": 10,
"ip"s |
"address": "10.0.0.100"
¥

"preempt": {},
"priority ": 101

NETCONF:
#pod konkrétnym rozhranim:

<standby>
<standby-1list>
<group-number>10</group-number>
<ip>
<address>10.0.0.10</address>
</ip>
<preempt></preempt>
<priority>101</priority>
</standby-list>
</standby>

5. Konfiguracia statickych ciest
CLI:

#ip route 11.99.8.0 255.255.255.0 GigabitEthernetl

#ip route 22.2.22.0 255.255.255.0 8.8.8.1

#ipv6 route 2001:db8:0:9999::/64 2001:db8:0:12::2

#ipv6 route 2001:db8:0:2222::/64 GigabitEthernet 1 fe80::2

RESTCONF:
https://192.168.2.6:443/restconf/data/native/ip/route https://192.168.2.6:443/restconf/data/native/ipv6/route

"Cisco-IOS-XE-native:route": {
"ip-route-interface-forwarding-list": [

{

"Cisco-I0S-XE-native:route": {
"ipv6-route-list": [

prefix": "11.99.8.0", " son, . P .. "
" . o " prefix": "2001:DB8:0:9999::/64",
"23351i5t3?5t255.255.0 N "ipv6-fwd-1ist": [
{ B o . [P
"fwd": "GigabitEthernet1” ) fwd": "2001:db8:0:12::2
) ]
} s
¢ {
"orefix": "22.2.22.0" "prefix": "2001:db8:0:2222::/64"
: .2.22.0", we ~ 1icth.
"mask": "255.255.255.0", 1p‘{’6 fwd-list®: [
fwd-list®: [ "fwd": "GigabitEthernetl"
"fud": "8.8.8.1" "next-hop": "fe80::2"
, : .8.8. }
] 1
} }
] 1
} }
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NETCONF:

<route> <route>
<ip-route-interface-forwarding-list> <ipv6-route-list>
<prefix>11.99.8.0</prefix> <prefix>2001:DB8:0:2222::/64</prefix>
<mask>255.255.255.0</mask> <ipv6-fwd-list>
<fwd-list> <fwd>GigabitEthernetl</fwd>
<fwd>GigabitEthernetl</fwd> <next-hop>fe80::2</next-hop>
</fwd-1list> </ipv6-fwd-1list>
</ip-route-interface-forwarding-list> </ip-route-list>
<ip-route-interface-forwarding-list> <ipv6-route-list>
<prefix>22.2.22.0</prefix> <prefix>2001:DB8:0:9999: :/64</prefix>
<mask>255.255.255.0</mask> <ipv6-fwd-list>
<fwd-1list> <fwd>2001:db8:0:12::2</fwd>
<fwd>8.8.8.1</fwd> </ipv6-fwd-1list>
</fwd-1list> </ip-route-1list>
</ip-route-interface-forwarding-list> </route>
</route>

CCNA3 - Enterprise Networking, Security, and Automation

1. Konfiguracia protokolu OSPFv2
CLI:

#router ospf 1
#router-id 1.1.1.1
#network 172.16.10.0 0.0.0.127 area 1
#network 192.168.10.1 0.0.0.0 area 0.0.0.5
#network 10.0.0.0 0.0.0.3 area 90
#tpassive-interface GigabitEthernet 1
#tdefault-information originate always
#interface GigabitEthernet 1
#ip ospf priority 15
#ip ospf cost 15
#ip ospf hello-interval 8
#ip ospf dead-interval 22

RESTCONF:
https://192.168.2.6:443/restconf/data/native/router https://192.168.2.6:443/restconf/data/native/interface
#pod konkrétnym rozhranim:

"Cisco-I0S-XE-ospf:ospf": {
"cost": 15,
"dead-interval”: {

"value": 22

"Cisco-I0S-XE-native:router": {
"Cisco-I0S-XE-ospf:ospf": [
{
"id": 1,
"auto-cost": {
"reference-bandwidth": 10

1
"hello-interval”: 8,
"priority": 15

¥

"passive-interface": { }
"interface": "GigabitEthernetl"

1

"router-id": "1.1.1.1",
"default-information": {
"originate": {
"always": [
null
]

}
s
"network": [
{
"ip": "10.0.0.0",
"mask": "0.0.0.3",
"area": @0

1
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"ip": "172.16.10.0",
"mask": "0.0.0.127",

"area": 1
}s
{
"ip": "192.168.10.1",
"mask": "0.0.0.127",
"area": "0.0.0.5"
}
1
}
1
}
}
NETCONF:
<ospf
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-
XE-ospf“>
<id>1</id>

<auto-cost>
<reference-bandwidth>10</reference-
bandwidth>
</auto-cost>
<passive-interface>
<interface>GigabitEthernetl</interface>
</passive-interface>
<router-id»1.1.1.1</router-id>
<default-information>
<originate>
<always/>
</originate>
</default-information>
<network>
<ip>10.0.0.0</ip>
<mask>0.0.0.3</mask>
<area>0</area>
</network>
<network>
<ip>172.16.10.0</ip>
<mask>0.0.0.127</mask>
<area>l</area>
</network>
</network>
<network>
<ip>192.168.10.1</ip>
<mask>0.0.0.0</mask>
<area>0.0.0.5</area>
</network>
</ospf>

2. Konfiguracia pristupovych zoznamov
CLI:

t#taccess-list 1 permit 1.1.1.1

#pod konkrétnym rozhranim:

<ospf

xmlns=“http://cisco.com/ns/yang/Cisco-I0S-

XE-ospf“>

<cost>15</cost>
<dead-interval>

<value>22</value>
</dead-interval>
<hello-interval>8</hello-interval>
<priority>15</priority>

</ospf>

h
h

#taccess-list 1 permit 10.0.0.0 0.0.0.255
t#taccess-list 100 permit tcp host 1.1.1.1
t#taccess-list 100 permit tcp host 2.2.2.2
t#taccess-list 100 permit ospf host 2.2.2.2
#taccess-list 100 permit icmp 172.16.1.0 O.

ost 192.168.10.0 eq www
ost 192.168.20.0 eq ftp
host 1.1.1.1
0.0.255 any

#taccess-list 100 permit ip host 10.0.0.1 host 2.2.2.2 log

#interface GigabitEthernet 1
#ip access-group 1 in
#ip access-group 100 out
#line vty 5
#access-class 1 in
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RESTCONF: https://192.168.2.6:443/restconf/data/native/ip/access-list

"Cisco-IOS-XE-native:access-1list": {
"Cisco-I0S-XE-acl:standard": [

{
"name": 1,
"access-list-seg-rule": [
{
"sequence": 10,
"permit": {
"std-ace": {
"ipv4-prefix": "1.1.1.1"
¥
¥
s
{
"sequence": 20,
"permit": {
"std-ace": {
"ipv4-prefix": "10.0.0.0",
"mask": "0.0.0.255"
}
}
}
]
¥
1
"Cisco-I0S-XE-acl:standard": [
{

"name": 100,
"access-list-seg-rule": [

{
"sequence": 10,
"ace-rule": {
"action": "permit",
"protocol": "tcp",
"host": "1.1.1.1",
"dst-host": "192.168.10.0",
"dst-eq": "www"
}
s
{
"sequence": 20,
"ace-rule": {
"action": "permit",
"protocol": "tcp",
"host": "2.2.2.2",
"dst-host": "192.168.20.0",
"dst-eq": "ftp"
}
s
{
"sequence": 30,
"ace-rule": {
"action": "permit",
"protocol”: "ospf",
"host": "2.2.2.2",
"dst-host": "1.1.1.1"
¥
s
{
"sequence": 490,
"ace-rule": {
"action": "permit",
"protocol": "icmp",
"ipv4-address": "172.16.1.0",
"mask": "0.0.0.255",
"dst-any": [
null
1
¥
})

32


https://192.168.2.6/restconf/data/native/ip/access-list

"sequence": 50,
"ace-rule": {
"action": "permit",
"protocol": "ip",
"host": "10.0.0.1",
"dst-host": "2.2.2.2",

"log": [
null
1
}
}
1
}
1
}
}
https://192.168.2.6:443/restconf/data/native/interface https://192.168.2.6:443/restconf/data/native/line
#pod konkrétnym rozhranim: #pod konkrétnou linkou:
"ip": A "access-class": {
"access-group”: { "access-list": [
"in": { {
"acl": { "direction": "in",
"acl-name": 1, "access-list": 1
"in": [ }
null ]
1 }
¥
b
"out": {
"acl": {
"acl-name": 100,
"out": [
null
1
}
}
}
}
NETCONF:
<access-list>
<standard
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-acl*“>
<name>1</name>

<access-list-seq-rule>
<sequence>10</sequence>
<permit>
<std-ace>
<ipv4-prefix>1.1.1.1</ipv4-prefix>
</std-ace>
</permit>
</access-list-seq-rule>
<access-list-seq-rule>
<sequence>20</sequence>
<permit>
<std-ace>
<ipv4-prefix>10.0.0.0</ipv4-prefix>
<mask>0.0.0.255</mask>
</std-ace>
</permit>
</access-list-seq-rule>
</standard>
<extended
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-acl“>
<name>100</name>
<access-list-seq-rule>
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<sequence>10</sequence>
<ace-rule>
<action>permit</action>
<protocol>tcp</protocol>
<host>1.1.1.1</host>
<dst-host>192.168.10.0</dst-host>
<dst-eg>www</dst-eq>
</ace-rule>
</access-list-seq-rule>
<access-list-seq-rule>
<sequence>20</sequence>
<ace-rule>
<action>permit</action>
<protocol>tcp</protocol>
<host>2.2.2.2</host>
<dst-host>192.168.20.0</dst-host>
<dst-eq>ftp</dst-eq>
</ace-rule>
</access-list-seq-rule>
<access-list-seq-rule>
<sequence>30</sequence>
<ace-rule>
<action>permit</action>
<protocol>ospf</protocol>
<host>2.2.2.2</host>
<dst-host>1.1.1.1<dst-host>
<dst-eqg>ftp</dst-eq>
</ace-rule>
</access-list-seqg-rule>
<access-list-seq-rule>
<sequence>40</sequence>
<ace-rule>
<action>permit</action>
<protocol>icmp</protocol>
<ipv4-address>172.16.1.0</ipv4-address>
<mask>0.0.0.255</mask>
<dst-any/>
</ace-rule>
</access-list-seq-rule>
<access-list-seq-rule>
<sequence>30</sequence>
<ace-rule>
<action>permit</action>
<protocol>ospf</protocol>
<host>2.2.2.2</host>
<dst-host>1.1.1.1<dst-host>
<dst-eg>ftp</dst-eq>
</ace-rule>
</access-list-seq-rule>
<access-list-seq-rule>
<sequence>40</sequence>
<ace-rule>
<action>permit</action>
<protocol>icmp</protocol>
<ipv4-address>172.16.1.0</ipv4-address>
<mask>0.0.0.255</mask>
<dst-any/>
</ace-rule>
</access-list-seq-rule>
<access-list-seq-rule>
<sequence>50</sequence>
<ace-rule>
<action>permit</action>
<protocol>ip</protocol>
<host>10.0.0.1</host>
<dst-host>2.2.2.2<dst-host>
<dst-eq>ftp</dst-eq>
<log/>
</ace-rule>
</access-list-seq-rule>
</extended>
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#pod konkrétnym rozhranim: #pod konkrétnou linkou:

<ip> <access-class>
<access-group> <access-list>
<in> <direction>in</direction>
<acl> <access-list>1</access-list>
<acl-name>1</acl-name> </access-list>
<in/> </access-class>
</acl>
</in>
<out>
<acl>
<acl-name>100</acl-name>
<out/>
</acl>
</out>

</access-group>

3. Konfigurdacia prekladu sietovych adries NAT
CLI:

#ip nat inside source static 192.168.30.194 147.232.22.194

#ip nat pool LAN1@ 147.232.22.195 147.232.22.205 netmask 255.255.255.240
#ip nat inside source list 1 pool LAN1©

#ip nat inside source list 2 interface GigabitEthernetl overload
#interface GigabitEthernet 1

#ip nat inside

RESTCONF: https://192.168.2.6:443/restconf/data/native/ip/nat

{
"Cisco-IOS-XE-nat:nat": {
"pool": [
{
"id": "LAN1O",
"start-address": "147.232.22.195",
"end-address": "147.232.22.205",
"netmask": "255.255.255.240"
¥
1,
"inside": {
"source": {
"list": [
{
"id": 1,
"pool": "LAN1©"
s
{
"id": 2,
"interface": {
"GigabitEthernet ": "1",
s
"overload": [
null
]
}
1,
"static": {
"nat-static-transport-list": [
"local-ip": "192.168.30.194",
"global-ip": "147.232.22.194"
}
1
}
}
}
}
}
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https://192.168.2.6:443/restconf/data/native/interface
#pod konkrétnym rozhranim:

"Cisco-I0S-XE-nat:nat": {
"inside": [
null
1

NETCONF:
#pod konkrétnym rozhranim:

<nat
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-nat“>
<inside/>
</nat>
<nat
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-nat“>
<pool>
<id>LAN10</id>
<start-address>147.232.22.195</start-address>
<end-address>147.232.22.205</end-address>
<netmask>255.255.255.240</netmask>
</pool>
<inside>
<source>
<list>
<id>1</id>
<pool>LAN1@</pool>
</list>
<list>
<id>2</id>
<interface>
<GigabitEthernet>1</GigabitEthernet>
</interface>
<overload/>
</list>
<static>
<nat-static-transport-list>
<local-ip>192.168.30.194</local-ip>
<global-ip>147.232.22.194</global-ip>
</nat-static-transport-list>
</static>
</source>
</inside>
</nat>

4. Konfiguracia protokolu NTP
CLI:

#ntp server 1.2.3.4

RESTCONF: https://192.168.2.6:443/restconf/data/native/ntp

{
"Cisco-IOS-XE-native:ntp": {
"Cisco-IOS-XE-ntp:server": {
"server-list": [
"ip-address": "1.2.3.4"
}
]
}
}
}
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NETCONF:

<ntp>
<server
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-ntp“>
<server-list>
<ip-address>1.2.3.4</ip-address>
</server-list>
</server>
</ntp>

5. Konfiguracia protokolu SNMP
CLI:

#snmp-server community cisco RO 1
#snmp-server community xyz123 RW 1
#snmp-server host 10.1.1.50 xyz123

RESTCONF: https://192.168.2.6:443/restconf/data/native/snmp-server

{
"Cisco-IOS-XE-native:snmp-server": {
"Cisco-IOS-XE-snmp:community": [
{
"name": "cisco",
"RO": [
null
1,
"access-list-name": 1
1
{
"name": "xyz123",
"RW": [
null
1,
"access-list-name": 1
}
1,
"Cisco-IOS-XE-snmp:host": [
{
"ip-address": "10.1.1.50",
"community-string": "xyz123"
}
]
}
}
NETCONF:
<snmp-server>
<community
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-snmp“>
<name>cisco</name>
<RO/>
<access-list-name>1</access-list-name>
</community>
<community
xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-snmp“>
<name>xyz123</name>
<RW/>
<access-list-name>1</access-list-name>
</community>
<host

xmlns=“http://cisco.com/ns/yang/Cisco-I0S-XE-snmp“>
<ip-address>10.1.1.50</ip-address>
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<community-string>xyz123</community-string>
</host>
</snmp-server>

6. Konfiguracia logovania — SYSLOG + Buffer
CLI:

#logging 10.0.0.1
#logging trap notifications
#logging buffered 5000

RESTCONF: https://192.168.2.6:443/restconf/data/native/logging

"Cisco-IOS-XE-native:logging": {
"buffered": {
"size": {
"size-value": 5000
}
1

"host": {
"ipv4-host-list": [
{
"ipv4-host": "1.2.3.4"

trap": {
"severity": "notifications"

1,
"hostip": "10.0.0.1"

NETCONF:

<logging>
<buffered>
<size>
<size-value>5000</size-value>
</size>
</buffered>
<host>
<ipv4-host-list>
<ipv4-host>1.2.3.4</ipv4-host>
</ipv4-host-1list>
</host>
<trap>
<severity>notifications</severity>
</trap>
<hostip>10.0.0.1</hostip>
</logging>
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