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Monitorovanie siet’'ovych
prostredi

Prerekvizity

Standardné monitorovanie sietovych prostredi pozostéva zo zberu réznych $tatistickych informacii a
zaznamov (angl. log) o vzniknutych udalostiach. Monitorovanymi zariadeniami su primarne servery a
sietové zariadenia ako smerovace a prepinaCe. Na tychto zariadeniach je vhodné monitorovat’ aktivity
sUvisiace s:

1. Prihlasovanim na sluzby:
- SSH: vzdialené pripojenie za u€elom konfiguracie
- HTTP: prihlasenie sa na webové stranky
2. Prenosom dat:
- IPFIX: Statistické informacie o prenaSanych datach
3. Zaznamy o roznych udalostiach:
- Syslog: zber log. udalosti

V ramci tohto vzdeldvacieho materialu budd ukazané scenare, ako vyuzitim nastroja Splunk zbierat' rézne
typy zdznamov a ich nasledna analyza pre GCely odhalenia bezpe&nostnych incidentov. Monitorované
bude:

1. Virtudlny smerova€ CSR1kv
a. Syslog spravy - detekcia neStandardného spravania
b. Pokusy o SSH prihlasenie - detekcia Utoku hrubou silou na prihlasenie
C. étatistiky prenosu dat - protokol IPFIX - detekcia skenovania portov, DoS,
2. Server (Ubuntu VM)
a. Pokusy o SSH prihlasenie - detekcia Utoku hrubou silou na prihlasenie
i.  /var/log/auth.log
b. Snort hlasenia
i.  /var/log/snort/snort.alert.fast
3. Webova aplikacia
a. Pokusy o HTTP prihlasenie - detekcia Utoku hrubou silou na prihlasenie
i.  /var/log/nginx/access.log
ii.  /var/log/nginx/error.log

Page | 1
ceelabs



Webova aplikacia

Webova aplikidcia je napisand v Jazyku Python vyuzitim kniZnice Flask. Prihlasenie do aplikicie je
zabezpeCené pouzitim Cookies, ktoré obsahuji zakladné informacie o pouzivatelovi [logged_in,
username, ID]. Pre jednoduchost bude aplikdcia nasadzovana vyuzitim technoldgie docker. Celkova
Struktdra projektu vyzera nasledovne:

docker-compose.yml
Dockerfile

main.py
requirements.txt
templates

l: content.html
login.html

docker-compose.yml

version: "3.9"

services:
web-app:
build:
ports:
- "5000:5001"

Aplikacia bude po spusteni dostupna na: http://<server_ip>:5000

Dockerfile

FROM python:3.13-slim

WORKDIR /app

COPY requirements.txt

RUN pip install --no-cache-dir -r requirements.txt
COPY

CMD ["python", "main.py"]

main.py

from flask import Flask, render template, request, session,
redirect, url for, abort, Response

app = Flask(_ name )

app.secret key = 'your secret key' # used to sign cookie

# cookie is saved in browser Storage-Cookies encoded using base64

# session:
eyJsb2dnZWRfaW4diOnRydWUsInVzZXJfaWQiOjEzOCwWidXN1cm5hbWUiOiJDTkwifQ.
Z22c0Cw.hv8USmren-swoXIzOHdAMpWwr9ZI

# session: {"logged in": true,"user id": 138, "username": "CNL"}
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Qapp.route('/")

def login():
if 'logged in' in session:
return redirect (url for ('content'))
return render template('login.html')

@app.route('/login', methods=['POST'])
def login post{():

username = request.form['username']

password = request.form|['password']

if username == 'CNL' and password == 'cnlpass':

session['logged in'] = True

session['username'] = username

session['user id'] = 138

# session: {"logged in": true,"user id": 138, "username":
"CNL" }

return redirect (url for ('content'))

else:

return Response('Invalid username or password', status=401)
return redirect (url for('login'))

@app.route ('/content')
def content () :
if 'logged in' in session:
return render template('content.html')
else:
return redirect (url for('login'))

@app.route ('/logout')

def logout():
session.pop('logged in', None)
session.pop ('username', None)
session.pop ('user id', None)

return redirect (url for('login')) # route to url associated
with login () function
if name == "' main !

app.run(hoéE;‘O.dfb.O‘, port=5001, debug=True)

requirements.txt

Flask

content.html

<!DOCTYPE html>
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<html>
<head>
<title>Welcome</title>
<style>
body {
font-family: sans-serif;
display: flex;
justify-content: center;
align-items: center;
min-height: 100vh;
background-color: #f0f0f0;
}

.container {
background-color: #fff;
padding: 30px;
border-radius: 5px;
box-shadow: 0 2px 5px rgba(0, 0, 0, 0.1);
text-align: center;

hl {
margin-bottom: 20px;
}
a {
text-decoration: none;
color: #4CAF50;
1
</style>
</head>
<body>

<div class="container">
<hl>Welcome {{ session.username }}!</hl>
<p>You are successfully logged in.</p>
<p><a href="{{ url for('logout') }}">Logout</a></p>
</div>
</body>
</html>

login.html

<html>
<head>
<title>Login</title>
<style>
body {
font-family: sans-serif;
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display: flex;

justify-content: center;

align-items: center;

min-height: 100vh;

background-color: #f0f0£f0;
}

.container {
background-color: #fff;
padding: 30px;
border-radius: 5px;
box-shadow: 0 2px 5px rgba (0, 0, 0, 0.1);

hl {
text-align: center;
margin-bottom: 20px;
}
label {

display: block;
margin-bottom: 10px;

}

input [type="text"],

input [type="password"] {
width: 100%;
padding: 10px;
margin-bottom: 15px;
border: 1lpx solid #ccc;
border-radius: 3px;

}

button {
background-color: #4CAF50;
color: white;
padding: 10px 20px;
border: none;
border-radius: 3px;
cursor: pointer;

}

</style>

</head>

<body>
<div class="container">
<hl>Login</hl>

<form method="POST" action="/login">
<label for="username">Username:</label>
<input type="text" id="username" name="username"
required>
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<label for="password">Password:</label>
<input type="password" id="password" name="password"
required>

<button type="submit">Login</button>
</form>
</div>
</body>
</html>

Pouzivatel'ské rozhranie webovej aplikacie

Spustenie docker kontajnera webovej aplikacie je mozné prikazom:

docker compose up -d

Webova aplikdcia obsahuje dve stranky a to Login stranku a obsahovu stranku. Obsahova stranka je
dostupna len prihlasenému pouzivatelovi. Prihldsenie je implementované v podobe generovania Cookies
(base64 hodnota obsahujuca stav prihlasenia, meno pouzivatela, ID a digitalny podpis), ktoré slizia na
overenie identity pouzivatela.

O & 192168.2.5:5000 o

Login

Username:

Password:

¢« C O & o 192.168.2.5:5000/content w

Welcome CNL!

You are successfully logged in.

Logout

@ {3 Inspector Console [ Debugger ) Network {} Style Editor () Performance {J Memory ESlcrage 'ﬁ' Accessibility 538 Application

+ [ cache storage T Filter Itams
L4 E Cookies Name Value Domain Path Expires [ Max-Age Size HttpOnly Secure SameSite

@ http://192.168.2,6:5000 session eyJsb2dnZWRfaW4iOnRydWUsInVzZ X faWQiOjEzOCwidXNIcmb... | 192.168.26 [ Session 108 true false MNone
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Nginx server

Webové aplikdcie sa Standardne nachadzaju za tzv. reverse proxy technoldgiou, ktord umozhuje
monitorovanie pristupu a mnozstvo dalSich nastaveni webového servera. Pre simulaciu realnej
interakcie s webovou aplikaciou bude tato aplikacia dostupna pod doménou web-app.local. Mapovanie
pristupu z danej domény na webovu aplikaciu pracujicu na porte 5000 bude zabezpeCené Nginx
serverom.

InStalacia Nginx

apt install nginx

systemctl status nginx.service
systemctl stop nginx.service
systemctl start nginx

Nastavenie reverse proxy funkcionality

nano /etc/nginx/sites-available/web-app.local

server {
listen 80;
listen [::]1:80;

server name web-app.local www.web-app.local;

location / {
proxy pass http://127.0.0.1:5000;
proxy set header Host $http host;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

In -s /etc/nginx/sites-available/web-app.local /etc/nginx/sites-enabled/

systemctl restart nginx.service

Zobrazenie pristupu na webovu sluZbu a vzniknuté chybové hlasky je mozné vidiet v siboroch:

cat /var/log/nginx/access.log

sudo cat /var/log/nginx/error.log
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Overenie pristupu cez doménovy nazov

Na zariadeni, z ktorého sa bude pristupovat’ k vytvorenej webovej aplikacii je potrebné nastavit’ preklad
domény na IP adresu servera. Najjednoduchsie je pridat statické mapovanie do suboru [/etc/hosts]:

192.168.2.5 web-app.local

Ako je mozné vidiet' na nasledujicom obrazku, pristup k webovej aplikacii je mozny vyuZzitim
doménového nazvu.

O & web-app.local <5

Login

Username:

Password:

Vdaka vyuZitiu Nginx servera je mozné zobrazit kompletni komunikaciu s webovou aplikaciou a to
zobrazenim obsahu stboru [/var/log/nginx/access.log]

192.168.2.4 - - [22/Dec/2024:16:59:25 +0100] "GET /favicon.ico HTTP/1.1" 404 184
"http://web-app.local/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:133.0) Gecko/20100101
Firefox/133.0"

192.168.2.4 - - [22/Dec/2024:17:01:39 +0100] "GET /favicon.ico HTTP/1.1" 499 0
"http://web-app.local/login" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:133.0)
Gecko/20100101 Firefox/133.0"

192.168.2.4 - - [22/Dec/2024:17:02:00 +0100] "GET /content HTTP/1.1" 200 438
"http://web-app.local/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:133.0) Gecko/20100101
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Firefox/133.0"

192.168.2.4 - - [22/Dec/2024:17:02:03 +0100] "GET /logout HTTP/1.1" 302 189
"http://web-app.local/content" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:133.0)
Gecko/20100101 Firefox/133.0"

192.168.2.4 - - [22/Dec/2024:17:02:03 +0100] "GET / HTTP/1.1" 200 608
"http://web-app.local/content" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:133.0)
Gecko/20100101 Firefox/133.0"

Z uvedenych LOG zdznamov, je mozné vidiet kto pristupuje k webovej aplikacii [192.168.2.4], akymi
metddami [POST, GET], na aké URL [http://web-app.local], na aké endpointy [/login, /content, /logout] a
aky status kdd bol po vykonanej akcii vrateny pouzivatelovi [200, 302, 401].

Nasadenie Splunk servera

Splunk predstavuje nastroj pre zber a analyzu dat za i€elom detekcie bezpeCnostnych incidentov. Splunk
je mozné nasadit manudlne (priamo na server), alebo vyuzitim docker obrazu. Pre jednoduchost bude
pouzita technolégia docker.

Spustenie docker kontajnera

Pre spustenie splunk servera je mozné vyuZit oficialny docker obraz, akceptovat’ licenciu a nastavit heslo
pre admin pristup. Nasledne je potrebné povolit vSetky porty, ktoré budu pouZzité pre prenos
monitorovanych zaznamov na Splunk server [pouzivatelské rozhranie, syslog, Netflow a HTTP]. Pre
uchovanie nastaveni a pristup k vybranym log. siborom z lokadlneho siborového systému je tiez
potrebné vyuzitim Volumes mapovat pristup k tymto stiborom.

nano docker-compose.yml

version: "3.9"

services:
splunk-server:

image: splunk/splunk:latest
container name: splunk-free
environment:
- SPLUNK START ARGS=--accept-license
- SPLUNK PASSWORD=P4ssw0Ordl23!
- SPLUNK HOST=0.0.0.0
ports:
- 8000:8000 # GUI
- 9997:9997/udp # UDP syslog port
- 514:514/udp # Common UDP syslog port (optional)
- 2055:2055/udp # NetFlow port
- 8088:8088 #HTTP Event Collector
volumes:
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http://web-app.local

- ./splunk data:/opt/splunk/var/lib/splunk

/var/log/nginx/access.log:/opt/splunk/etc/system/local/inputs/nginx access.log
- /var/log/nginx/error.log:/opt/splunk/etc/system/local/inputs/nginx_error.log
- /var/log/auth.log:/opt/splunk/etc/system/local/inputs/auth.log

/var/log/snort/snort.alert.fast:/opt/splunk/etc/system/local/inputs/snort.log

Nastavenie Nginx servera

Pre spristupnenie Splunk servera pod jeho doménovym nazvom je potrebné vykonat nasledujucu Gpravu
v konfigurdcii Nginx servera:

nano /etc/nginx/sites-available/splunk.local

server
listen 80;
listen [::]:80;

server name splunk.local www.splunk.local;

location / {
proxy pass http://127.0.0.1:8000;
proxy set header Host $http host;
proxy set header X-Real-IP S$remote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;

1In -s /etc/nginx/sites-available/splunk.local /etc/nginx/sites-enabled/

systemctl restart nginx.service

Nastavenie prekladu doménového nazvu na IP adresu

Na zariadeni, z ktorého sa bude pristupovat k Splunk serveru je potrebné nastavit preklad domény na IP
adresu servera. NajjednoduchSie je pridat statické mapovanie do stiboru [/etc/hosts]:

192.168.2.5 splunk.local

Prvotné spustenie prihlasenie a nastavenie Free licencie

Spustenie docker kontajnera Splunk servera je mozné prikazom:

docker compose up -d
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Prvotné prihlasenie je mozné vyuzitim pouzivatela admin a hesla definovaného v docker-compose
subore.

O & O~ splunk.local/en-USfaccountflogin?return_to=%2Fen-US%2F

splunk>enterprise

Zakladné pouzivatelské rozhranie Splunk servera vyzera nasledovne:

splunk>enterprise  Apps ~

Administrator v () Messages v Seftings > Activity > Help v Find Q
Apps #manage  Hello, Administrator % Home page settings
[ search apps by name.. Q
- [ Bookmarks 85 Dashboard @ search history Recently viewed & Created by you & Shared with you
Search & Reporting
iy + Mybookmarks (0) | Add bookmark \
Ig} Splunk Secure Gateway
Upgrade Readiness App e
+ Shared with my organization (0) ‘ Add bookmark

Find more apps [2
Shared by me

Shared by other administrators

+ Splunk recommended (14)

Cammontasks | Hide for users
Eé Add data () Searchyour data £5) Visualize your data [ Manage alerts
Add data from a variety of common sources. Turn data into doing with Splunk search. Create dashboards that work for your data. Manage the alerts that monitor your data
O Add team members £ Manage permissions Configure mobile devices
Co ge p o

Add your team members to Splunk platform. Control who has access with roles. Login or manage mobile devices using Splunk

Secure Gateway.

Po prvotnom spusteni je aktivovana Trial licencia. V rdmci tohto vzdelavacieho materidlu sa bude
pracovat s Free verziou, ktorl je mozné nastavit nasledovne:

Settings - SYSTEM - Licensing
Change license group

Free licence

Save

ik wne

Restart Now (tento krok je vhodné vykonat aj na drovni docker kontajnera)

Free Licencia neposkytuje autentifikdciu, manazment pouzivatelov a v ramci jedného dfia umoznuje
indexovat’ maximalne 500MB.
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Centralizované ukladanie dat nastrojom Splunk
Splunk si je mozné predstavit ako platformu pre centralizovany zber dat ré6zneho typu.

Nastavenie zdroja dat
Pre vloZenie akychkolvek dat do Splunk servera je potrebné vykonat nasledovnu postupnost krokov:

1. Settings - Add Data
2. Upload (manualne vloZenie .log siboru) / Monitor (prijem dynamicky ziskanych dat)
3. Volba zdroja dat - najCastejSie:
a. Files & Directories (lokalny stiborovy systém)
b. HTTP Event Collector (prijem dat v HTTP poziadavkach)
c. TCP/UDP (otvorenie portu pre prijem dat zo Standardnych protokolov - Syslog =
514/udp)

Zber log. sprav z lokdlneho suborového systému
Pre tento UCel je potrebné zvolit ako zdroj dat Files & Directories a vykonat nasledujice nastavenia:

1. Zvolit cestu k danému suboru (cesta k siboru vo vnutri Docker kontajnera):
Jopt/splunk/etc/system/local/inputs/nginx_access.log

Add Data [ ¢Back | RS

Select Source Set Source Type Input Settings Review Done

Files & Directories R N ~ ~ -
Configure this instance to menitor files and directories for data. To monitor all objects in a

directory, select the directory. The Splunk platform menitors and assigns a single source type to
all objects within the directory. This might cause problems if there are different object types or
data sources in the directory. To assign multiple source types to objects in the same directory,
configure individual data inputs for those objects. Learn More [2

Upload a file, index a local file, or monitor an entire directory.

HTTP Event Collector
Configure tokens that clients can use to send data over HTTP or
HTTPS.

TCP/UDP File or Directory * | jopt/splunk/ete/system/local/inputs/nginx_access.lo; | Browse

Configure the Splunk platform to listen on a network port
©n Windows: capachelapache.errorlog or\

\hostname\apache\apache.errorleg. On Unix: /varflog ar fmnthwwwilivarflag.

2. Nastavit' Typ zdroja dat (access_combined)

Set Source Type

This page lets you see how the Splunk platform sees your data before indexing. If the events look correct and have the right timestamps, click
"Next" to proceed. If not, use the options below to define proper event breaks and timestamps. If you cannot find an appropriate source type for
your data, create a new one by clicking "Save As".

Source: /opt/splunk/etc...ystem/local/inputs/nginx_access.log View Event Summary
List~  #Format 20 PerPage~ ‘ 1 ‘ 2 3 4 5 6 7 8 Next >
Source type: access_combined v save As
Time Event
> Event Breaks
1 12122124 192.168.2.5 - - [22/Dec/2024:16:55:05 +0108] "GET / HTTP/1.1" 200 1542 *-* "curl/7.81.8"
> Timestamp 3:55:05.000 PM
> Advanced 2 12122124 192.168.2.4 - - [22/Dec/2024:16:59:24 +0100] "GET / HTTP/1.1" 200 608 "-* "Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.15; rv:133.8) Gecko/20100101 Firefox/133.0"

3:59:24.000 PM

3 12/22/24 192.168.2.4 - - [22/Dec/2024:16:59:25 +0109] "GET /favicon.ico HTTP/1.1" 484 184 "http://web-app.local/" "Mozilla/5.@ (Macintosh; Intel Mac OS X 10.15; rvi133.0) Gecko/20
3:59:25000PM 100101 Firefox/133.0"

4 12/22/24 192.168.2.4 - - [22/Dec/2024:17:81:39 +0109] "POST /login HTTP/1.1* 491 28 "http://web-app.local/" "Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.15; rv:133.0) Gecko/20100101
4:0138000 PM  Firefox/133.0"

5 12/22/24 192.168.2.4 - - [22/Dec/2024:17:01:39 +0109] "GET /favicon.ico HTTP/1.1" 499 0 “http://web-app.local/login® "Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.15; rv:133.8) Geck
4:0133000 PM /20100101 Firefox/133.0"

3. Nastavenie nazvu zariadenia, pod ktorym budu data v rdémci Splunk servera identifikované
4. Nastavenie nazvu indexu, ktory bude predstavovat ziskané data.
5. Overenie nastavenej konfiguracie
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Review

Input Type ......ceceevicecinsreeeenan. File Monitor

Source Path ... fOpt/splunk/ete/system/localfinputs/nginx_access.log
Continuously Monitor ........... Yes

Source TYPe .....covvssreecnnn. @CCESS_combined

App Context .. .. search

Host ..o .. ubuntuVM

Index .....cccovviniinicinsieniiicainene. NGINX_access_log

Po pridani daného zdroja Splunk automaticky vygeneruje retazec (Query) pre identifikdciu uloZenych dat.
V tomto pripade sa jednd o:

source="/opt/splunk/etc/system/local/inputs/nginx access.log"
host="ubuntuVM" index="nginx access log"
sourcetype="access combined"

UloZené déta je mozné prehladéavat po kliknuti na Splunk>enterprise - Search & Reporting.

Search  Analytics  Datasets  Reports  Alerts  Dashboards >
New Search SaveAsv  Create Table View  Close

1 source="/opt/splunk/etc/systen/Local finputs/nginx _access. log" host="ubuntu\M" index="nginx_access_log" sourcetype="access_conbined" Last 24 hours v n
/1,389 events (12/21/24 7:00:00000 PM to 12/22/24 7:31:55000 PM)  No Event Sampling ¥ Jobv » & L ¥ SmatModev

Events (1389)  Pattems  Statistics  Visualization

1hour per column

Format Timeline v —Zoom Out
Bl
List v # Format 20 Per Page ¥ E] 2 3 a4 5 6 7 8 Next >
< Hide Fields i= Al Fields g | umm et
> 12/22/24 192.168.2.4 - - [22/Dec/2024:20:31:53 +0100] "GET (__raw/ser per?output_mode= i P
SELECTED FIELDS
ot 1 7:3153.000PM  t%2Fsplunki2FetcX2F systemk2F local %2F inputsk2Fnginx_acce: inx_access_ % v rues
@ hos! 1 h y=tr ‘o=falsed_=1734895840917 HTTP/1.1" 200 5821 "-" "Mozilla/5.8 (Macintosh; Intel Mac 05 X 10.15; rv:133.8) Gecko/20100101 Firefox/133.8"
a source
a sourcetype 1 host= ubuntuVM  source = accesslog pe = access_combined
> 12/22/24 192.168.2.4 - - [22/Dec/2024:28:31:49 +0100] "GET lunkd/__raw. -ch/v2/jobs/1734895908. 23, "y ?output _freq=e8_=1 HTTP/1.1" 200 3873
INTERESTING FIELDS 7:3t49.000PM  *-* "Mozilla/5.0 (Macintosh; Intel Mac 0S X 16.15; rv:133.0) Gecko/20100101 Firefox/133.0*
# bytes 100+
i host= ubuntu¥M  source = accesslog ype = access_combined
a dlientip 2
# count 5 > 1222124 192.168.2.4 - - [22/Dec/2024:20:31:49 +0100] "GET /en-US/splunkd/__raw/services/search/jobs/1734895908 .23/t ineline?of fset=0&count=18008_=1734895840915 HTTP/1.1" 208 371 *-* "Mozilla/5.0 (Macintosh;
# date_hour 5 7:31:49.000PM  Intel Mac 0S X 10.15; rv:133.0) Gecko/28108101 Firefox/133.6"
# date_mday 1 host = ubuntuVM | source = e e = B
# date_minute 48
a date_month 1 > 12/22/24 192.168.2.4 - - [22/Dec/2024:28:31:49 +0100] "GET lunkd/__raw. -ch/v2/jobs/1734895908.. 23, _mode=json&of =fulldmax_lines=58f
# date_second 55 7:31:49.000 PM ield_list=host%2Csource%2Csourcetype%2C_raw%2C_t ime%2C_audit%2C_decoration%2Ceventtype%2C_eventtype_color%2Clinecount%2C_fulllinecount%2C_icon%2Ctag*&truncation_mode=abstracts_=1734895840914 HTT
a date_wday 1 P/1.1" 200 4826 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:133.0) Gecko/20100101 Firefox/133.0"
# date_year 1 host= ubuntiVM  source = access log type = access_combined
# date_zone 1
a file 100+ > 12/22/24 192.168.2.4 - - [22/Dec/2024:20:31:49 +0100] "GET __raw/ser "ch/v2/jobs/1734895908. 23/summary?output_mode=jsondmin_freq=08_=1734895840913 HTTP/1.1" 200 3873
a ident 1 7:3149.000PM =" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 18.15; rv:133.0) Gecko/20100101 Firefox/133.0"

Pre pristup k SSH autentifikaGnému log stiboru je postupnost’ krokov rovnaka. Mozny tvar poziadavky
pre ziskanie danych dat je nasledovny:

source="/opt/splunk/etc/system/local/inputs/auth.log"
host="ubuntuVM" index="ssh auth log" sourcetype="SSH auth"

Zber Syslog sprav zo sietovych zariadeni
Prerekvizitou je vzajomna dostupnost sietového zariadenia a servera, na ktorom je spusteny Splunk.
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Konfiguracia CSR1kv

logging host 192.168.2.5 !ip address Splunk servera

! (optional) logging host 192.168.2.5 transport tcp

! (optional) logging host 192.168.2.5 transport udp port 514
session-id string csrlkv

Konfiguracia Splunk servera

Pre priamy prijem Syslog dat je potrebné spustit’ odchytavanie dat na Syslog porte (514).

- Source type: syslog_router - custom

- App context: Search & Reporting

- Host: IP (sluzi na filtrovanie podla zdroja dat)
- Index: csr_syslog

Review

. UDP Port

Input Type ........
. 514

Port Number ...
Source name override ........ N/A

Restrict to Host ... NIA

Source TYPE ..ccveivrensieinnennn. SYSlOQ_router

App Context ........cceevireeennn. 588FCH

Host i (IP address of the remote server)

INAEX .. CST_SYSlOG

MozZny tvar poziadavky pre ziskanie danych dat je nasledovny:

source="udp:514" index="csr syslog" sourcetype="syslog router"

Po vygenerovani syslog udalosti, je mozné, dané log. spravy vidiet priamo v Splunk rozhrani.

Events(7)  Pattems  Statistics  Visualization

Format Timeline v —Zoom Out 1second per column

Listv  #Format 20 PerPage v

< Hide Fields 1= All Fields i | um= ErE
> 1272324 Dec 23 12:38:52 192.168.2.100 58: *Dec 23 12:39:00.309: KLINK-5-CHANGED: Interface Loopback112233, changed state to administratively down

SELECTED FIELDS
2 host 1 12:38:52.000PM  host= 1921682100 | source = udp514  sourcetype = syslog_router
a source 1 > 12/2324 Dec 23 12:38:52 192.168.2.108 57: *Dec 23 12:39:00.308: %LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback112233, changed state to down
a sourcetype 1

P 12:38:52.000PM o1 = 192168.2100 = source = udp:514  sourcetype = syslog_router
INTERESTING FIELDS > 1202324 Dec 23 12:38:42 192.168.2.100 56: *Dec 23 12:38:50.414: XLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback112233, changed state to up
# date_hour 1 12:38:42000PM 1ot 192168.2100 | source = udp514  sourcetype = syslog_router
# date_mday 1
# date_minute 2 > 12723024 Dec 23 12:37:54 192.168.2.100 55: *Dec 23 12:38:02.999: 4SYS-5-CONFIG_I: Configured from console by console
a date_month 1 12:37:54.000PM o1 192168.2100 = source = udp:514  sourcetype = syslog_router
# date_second 5
4 date_wday 1 > 12723024 Dec 23 12:37:27 192.168.2.100 54: #Dec 23 12:37:36.628: WDMI-5-SYNC_COMPLETE: FO: syncfd: The running configuration has been synchronized to the NETCONF running data store.

_wday
# date_year 1 12:37:27000PM  host = 192168.2100 | source = udpi514 | sourcetype = syslog_router
a date_zone 1
> 12723024 Dec 23 12:37:27 192.168.2.100 53: *Dec 23 12:37:36.200: 4DMI-5-SYNC_START: F@: syncfd: External change to running configuration detected. The running configuration will be synchronized to the NETCONF runn

aindex 1
# inecount 1 12:37:27000PM  ing data store.
apunct 5 host=192168.2100 ~ source = udp’514  sourcetype = syslog_router

a splunk_server 1
> 12/2324 Dec 23 12:37:26 192.168.2.100 52: *Dec 23 12:37:34.962: %SYS-5-CONFIG_L: Configured from console by console

# timeendpos 1
# timestartpos 1 12:37:26.000PM  host = 192168.2100 ~ source = udps514  sourcetype = syslog_router
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Ak je potrebny dalSi atribut na filtrovanie dat, je ho mozné pridat v ramci konfiguracie smerovaca
atribitom [session-id string csrlkv]. V Splunk rozhrani je dand hodnota uloZend do
premennej [s_id]:

i Time Event

b 12/23/24 Dec 23 12:54:23 192.168.2.100 64: [syslog®% s_id ="csrikv:514"]: =Dec 23 12:54:32.358: %DMI-5-SYNC_COMPLETE: F@: syncfd: The running configuration
12:54:23.000PM o6t = 192168.2100 | s_id = csrikvi514 | source = udp:514 | sourcetype = syslog_router

B> 12/23/24 Dec 23 12:54:23 192.168.2.100 63: [syslog®9 s_id ="csrlkv:514"]: *Dec 23 12:54:32.898: XDMI-5-SYNC_START: F@: syncfd: External change to running cc
12:54:23.000 PM  ynchronized to the NETCONF running data store.

host = 192168.2100 : s_id = csrikv:514 : source = udp:514 = sourcetype = syslog_router

> 12/23/24 Dec 23 12:54:22 192.168.2.10@ 62: [syslog®9 s_id ="csrikv:514"]: =Dec 23 12:54:31.018: %SYS-5-CONFIG_I: Configured from console by console
12:5422000PM st = 192168.2100 © s_id = csrikvi514 | source = udp:514 | sourcetype = syslog_router

Mozny tvar poZiadavky pre ziskanie dat od Specifického zdroja (s_id) je nasledovny:

source="udp:514" index="csr syslog" sourcetype="syslog router"
s _id="csrlkv:514"

Zber Netflow (IPFix) dat zo sietovych zariadeni

Konfiguracia CSR1kv

flow record rec

match ipv4 source address
match ipv4 destination address
collect counter packets
collect datalink mac source address input
collect counter bytes

|

!

flow exporter exp
destination 192.168.2.5
source GigabitEthernetl
transport udp 2055

|

!

flow monitor mon

exporter exp

cache timeout inactive 5
cache timeout active 10
record rec

|
interface gil

ip flow monitor mon input
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Konfiguracia Splunk servera

Prijem NetFlow dat, vzhfadom k ich komplexnej Struktire vyZaduje ich prvotné predspracovanie, napr.
nastrojom Logstash a ich nasledné odoslanie na Splunk server vyuzitim HTTP protokolu. Splunk
poskytuje HTTP Event Collector, ktory dokaZe prijat HTTP spravu a indexovat prijaty obsah.

- Name: Netflow_Collector
- Source type: Automatic
- Index: netflow_index

Review

Input Type ....... ... TOKEN

Name ... ... Netflow_Collector
Source name override ......... N/A

Description ... NI&

Enable indexer acknowledg No

Output Group ............. e NIA

Allowed indexes ........ | netflow_index
Defaultindex ........ ... netflow_index
Source Type ... Automatic

App Context search

Vygenerovany token ma podobu: b904950d-9eal-4c6e-bf61-b16a20ba247a (pri kazdom generovani sa
retazec meni).

MozZzny tvar poziadavky pre ziskanie dat o datovych tokoch je nasledovny:

source="http:Netflow Collector" index="netflow index"

Splunk je pripraveny pre prijem Netflow dat, ktoré mu budd doruené v obsahu HTTP (Settings - Data
Inputs - HTTP Event Collector - Global Settings - Enable SSL bez zaSkrtnutia) pozZiadaviek v podobe:

- URL:

- hittp://192.168.2.5:8088/services/collector/raw
- optional: http://192.168.2.5:8088/services/collector/event

- Authorization
- APl Key
- Key: Authorization
- Value: Splunk b904950d-9ea1-4c6e-bf61-b16a20ba247a
- Payload
- [raw = akékolvek raw data
- Jevent=

{

"sourcetype": "test",
"event": {
"ipv4_src_addr": "192.168.2.3",
"in_src_mac": "44:f0:9e:a8:b5:d1",
"in_bytes": 84
}
}
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http://192.168.2.5:8088/services/collector/raw
http://192.168.2.5:8088/services/collector/event

Konfiguracia Logstash nastroja

Logstash je nastroj na spracovanie dat. Z pohladu funk€nosti obsahuje nasledujuce tri komponenty:

1. Prijem dat

- syslog, subory, databazy, akykolvek port (napr. 2055 pre netflow data)
2. Transformdcia dat

- grok, mutate, ... SIGzi na filtrovanie a Gpravu prijatych dat
3. Odoslanie dat

- subor (csv, json), databaza (elasticsearch), HTTP endpoint, syslog, ...

Logstash je mozné spustit’ ako docker kontajner, priCom vSetky konfiguraCné nastavenie sa definuju v
subore logstash.conf. Adresar pre ukladanie logstash dat je potrebné predom vytvorit a dat’ prava na
zapisovanie.

docker-compose.yml

version: "3.8"
services:
logstash:

image: logstash:7.9.1
container name: logstash
ports:
- "5044:5044"
- "9600:9600"
- "2055:2055/udp"
volumes:
- ./logstash.conf:/usr/share/logstash/pipeline/logstash.conf
- ./logstash.yml:/usr/share/logstash/config/logstash.yml
- ./1ls _data:/usr/share/logstash/data
networks:
- elk

networks:
elk:
driver: bridge

logstash.conf

input {
udp {
port => 2055
type => "netflow"
codec => netflow {
versions => [9]
}

tags => ["csr netflow tag"]
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filter {

if [type] == "netflow" {
mutate {
rename => { "host" => "netflow host" }
}
}
}
output {
if [type] == "netflow" {
http {

content type => "application/json"

http method => "post"

url => "http://192.168.2.5:8088/services/collector/raw"

headers => ['Authorization', 'Splunk
b904950d-9%eal-4coe-bfol-bl6a20baz2d47a’']

}

stdout {
}

logstash.yml

http.host: 0.0.0.0

V uvedenom konfiguraCnom subore je mozné vidiet spustenie odchytavania netflow dat na porte 2055,
Upravu ich obsahu (zmena atributu host na netflow_host - potrebné lebo Logstash odosiela metadata s
nazvom host, ktoré obsahuju IP adresu logstash servera) a odoslanie HTTP protokolom na Splunk
endpoint.

Po spusteni bude chvilu logstash hlasit’ chybu:

Can't (yet) decode flowset id 256 from source id 256, because no
template to decode it with has been received. This message will
usually go away after 1 minute.

Dévod je v tom, Ze Netflow protokol posiela Statistické data a k nim Sablénu (posieland +- raz za
minutu). Logstash musi najskor prijat Sablonu, aby vedel dekddovat vyznam Statistickych dat a az
nasledne dekddované data bude posielat na Splunk server.
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Zobrazenie Netflow dat

Po vygenerovani komunikacie prechadzajucej cez rozhranie GigabitEthernetl na smerovaCi CSR1ky, je
mozné, dané Statistické informacie o datovych tokoch vidiet priamo v Splunk rozhrani. Nasledujdci
obrazok znazorfuje format prijatych dat zobrazenych v pouzivatel'skom rozhrani Splunk servera.

> 12/24/24 {2
3:05:25.000 PM etimestamp: 2024-12-24T16:04:22.0007
@version: 1
netflow: { [-]
flow_seq_num: 5303
flowset_id: 256
in_bytes: 588
in_pkts: 7
in_src_mac: 44:70:9e:a8:b5:d1
ipva_dst_addr: 192.168.2.100
ipva_src_addr: 192.168.2.3
version: 9
}
netflow_host: 192.168.2.100
tags: [ [+]
1
type: netflow
X
Show as raw text

host = 192.168.2.5:8088 | netflow.in_bytes = 588 . netflow.in_pkts =7 . netflow.ipv4_dst_addr = 192168.2100 ' netflow.ipv4_src_addr= 192168.2.3 ' netflow_host = 192.168.2100 : source = http:Netflow_Collector
sourcetype = httpevent : tags{} = csr_netflow_tag

Zber .log suborov z externych serverov

Pre ziskavanie obsahu .log siborov z externych serverov je potrebné mat na externych serveroch
nainStalovany nastroj Filebeat, ktory dokazZe odosielat obsah siborov do nastroja Logstash.

InStalacia nastroja Filebeat

wget -gO - https://artifacts.elastic.co/GPG-KEY-elasticsearch |
sudo apt-key add -

sudo apt-get install apt-transport-https

echo "deb https://artifacts.elastic.co/packages/8.x/apt stable
main" | sudo tee -a /etc/apt/sources.list.d/elastic-8.x.list

sudo apt-get update && sudo apt-get install filebeat
sudo systemctl start filebeat
sudo systemctl enable filebeat

Konfiguracia nastroja Filebeat

Nastavenie nastroja Filebeat umoziuje definovat monitorované subory (paths), pridat k nim riadiace
atributy (fields - neskor pouzité na filtrovanie) a nastavit ciel, kam obsah stiboru bude odosielany
(logstash).

/etc/filebeat/filebeat.yml

- type: log
enabled: true
paths:
- /var/log/nginx/access.log
fields:

Page | 19
ceelabs



log type: nginx
log src: ubuntuVM

# Comment elasticsearch output and enable logstash
output.logstash:
hosts: ["localhost:5044"]

Nastavenie Logstash - prijatie filebeat dat a odosielanie na HTTP endpoint

logstash.conf

input {
beats/{
port => 5044
type => "filebeats"
}

output {
if [type] == "filebeats" {
http {

content type => "application/json"

http method => "post"

url => "http://192.168.2.5:8088/services/collector/raw"

headers => ['Authorization', 'Splunk
b904950d-9eal-4cbe-bfb6l-bl6a20ba2d47a’']

}

Format prijatych dat v Splunk rozhrani je zndzorneny na nasledujicom obrdazku:

12/24/24 (-]
5:15:31.000 PM €timestamp: 2024-12-24T17:15:32.003Z
@version: 1
agent: { [+]
+
ecs: { [+]
+
fields: { [-]
log_type: nginx
src: ubuntuvM
+
host: { [+]
+
input: { [-]
type: log
}
log: { [+]
}

message: 192.168.2.3 - - [24/Dec/2024:18:15:31 +0108] "GET /en-US/splunkd/__raw/services/search/timeparser?output_node=json&time=now&_=1735059383489 HTTP/1.1" 200 33 "-" "Mozilla/5.8 (Macintosh; Intel Mac (

tags: [ [-]
beats_input_codec_plain_applied
1
type: filebeats
}
Show as raw text

host= 192168.2.5:8088 ~ message = 192.168.2.3 - - [24/Dec/2024:18:15:31 +0100] "GET fen-\ .. | source = hitp: /_Collector = httpevent  tags() = beats_input_codec_plain_applied
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Zber IDS oznameni o incidentoch z nastroja snort
Snort je IDS systém pre sledovanie réznych udalosti a generovanie hlaseni o potencidlnych
bezpeCnostnych incidentoch.

Snort inStalacia

sudo apt-get update
sudo apt-get install snort -y

snort —--version

cd /etc/snort
sudo cp snort.conf snort.conf.backup

Nastavenie Snort sluzby

sudo nano /lib/systemd/system/snort.service
[Unit]

Description=Snort NIDS Daemon
After=syslog.target network.target

[Service]

Type=simple

ExecStart=/usr/sbin/snort -qg -D -u snort -g snort -c
/etc/snort/snort.conf -i enp0s25

[Install]
WantedBy=multi-user.target

sudo systemctl daemon-reload
sudo systemctl start snort
sudo systemctl status snort

Nastavenie snort pravidiel

V ramci pravidiel je mozZné nastavit rozsah pozorovanych IP adries, umiestnenie pravidiel pre kontrolu a
vystupnych suborov.

sudo nano /etc/snort/snort.conf
ipvar HOME NET 192.168.2.5/32

# include

include SRULE PATH/local.rules

output log tcpdump: tcpdump.log
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output alert fast: snort.alert.fast

output alert unified2: filename snort.alert, limit 128, nostamp
output unified2: filename snort.log, limit 128, nostamp,

mpls event types, vlan event types

V ramci konfiguraného stboru je mozné nastavit, aké pravidla budd pouzivané pri IDS funkcionalite.
Pravidl3, ktoré aktualne nie st potrebné je vhodné zakomentovat.

V ramci nastroja Snort je mozné pouzivat komunitné pravidld (stiahnutefné zdarma), registrované
pravidla (vyzaduju registraciu) alebo pravidlad vytvorené administratorom. Vytvorenie vlastnych pravidiel
vyzera nasledovne:

sudo nano /etc/snort/rules/local.rules

alert icmp any any -> SHOME NET any (msg:"ICMP detected";
sid:10000001; rev:001;)

alert tcp any any -> SHOME NET 22 (msg:"SSH Detected"; sid:
1000002; rev:1l;)

Uvedené pravidld budu vytvarat hlasenie po prijati ICMP alebo SSH komunikacie.

Snort hlasenia a ich odosielanie na Splunk

Snort hlasenia je moZné zobrazit nasledovne:

sudo tail -f /var/log/snort/snort.alert.fast

12/24-23:07:54.003724 [*x] [1:10000001:1] ICMP detected [#*] [Priority: @] {ICMP} 192.168.2.3 —> 192.168.2.5
12/24-23:07:54.500818 [*+] [1:1000002:1] SSH Detected [*k] [Priority: @] {TCP} 192.168.2.3:63762 -> 192.168.2.5:22
12/24-23:07:55.005131 [#x] [1:10000001:1] ICMP detected [¥*] [Priority: @] {ICMP} 192.168.2.3 —> 192.168.2.5
12/24-23:07:55.525001 [%*] [1:1000002:1] SSH Detected [#x] [Priority: @] {TCP} 192.168.2.3:63762 -> 192.168.2.5:22

Obsah daného suboru je mozné vyuzitim nastroja Filebeat odosielat’ na Logstash server, ktory ich
nasledne odoSle na Splunk server.

/etc/filebeat/filebeat.yml

- type: log
enabled: true
paths:
- /var/log/snort/snort.alert.fast
fields:
log type: snort
log src: ubuntuVM

output.logstash:
hosts: ["localhost:5044"]

Pred odoslanim Snort hlaseni na Splunk server je vhodné na serveri vytvorit novy HTTP token a index.
Vygenerovany token je: 10191a7¢c-9047-4b81-9233-9c8433a66a5e. Poziadavka na zobrazenie dat vyzera
nasledovne:
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source="http:snort alerts" (index="snort alerts")

logstash.conf

input {
beats/{
port => 5044
type => "filebeats"
}

output {
if [type] == "filebeats" {
http {

content type => "application/json"

http method => "post"

url => "http://192.168.2.5:8088/services/collector/raw"

headers => ['Authorization', 'Splunk
10191a7¢c-9047-4b81-9233-9c8433a66abe']

}

Format dat zobrazenych v Splunk rozhrani vyzerd nasledovne:

12/24/24 ([
10:21:09.000 PM @timestamp: 2024-12-24T22:20:58.6947
eversion: 1
agent: { [+]
}
ecs: { [+]
1
fields: { [-]
log src: ubuntuvH
log_type: snort
1
host: { [+]
}
input: { [-]
type: log
}
log: { [-]
file: { [-]
path: /var/log/snort/snort.alert.fast
}
offset: 1188137
1
message: 12/24-23:20:41.266367 [»~] [1:1000002:1] S5H Detected [*+] [Priority: @] {TCP} 192.168.2.3:63762 -> 192.168.2.5:22
tags: [ [+]
1
type: filebeats
3

Show as raw text
host = 192168.2.5:8088  message = 12/24-23:20:41.266367 [*'] 11000002:1] SSH Detected [**] [Priority: O] (TCP)}1821.. ' source = http:snort_alerts ~ sourcefype = hitpevent  tags() = beats_input_codec_plain_applied

Na zobrazenie len tych log. sprav, ktoré v sebe obsahuju retazec “ICMP” je mozné pouzit poziadavku:

(index="snort_alerts" ) message="*ICMP*"
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VSeobecny pristup k zberu dat

Use Case 1: Syslog data zo spravovaného prostredia

- Z kazdého sietového zariadenia je mozné priamo odosielat’ syslog data na Splunk server (logy
rozoznatelné cez session-id).

- Zkazdého servera je mozné priamo odosielat syslog data na Splunk server.

- Syslog data je tiezZ mozné odosielat’ z akéhokolvek zariadenia na Logstash server, ktory ich
nasledne odoSle cez HTTP protokol na Splunk server.

Use Case 2: Netflow data zo spravovaného prostredia

- Netflow data (rozoznatelné podla host atribltu - pridava sietové zariadenie) je potrebné, z
kazdého sietového zariadenia odosielat’ na logstash server, ktory ich nasledne spracuje a
prepoSle cez HTTP protokol na Splunk server.

Use Case 3: Serverové logy spustenych sluzieb

- Monitorovanie obsahu .log suborov z lokdlneho suborového systému do Splunk servera je
mozné priamo vyhladanim danych sdborov z lokalneho disku.

- Monitorovanie .log suborov z externych serverov je mozZné kombindaciou FileBeat nastroja
(definuje zdrojové .log stbory a odoSle ich do Logstash ndstroja) a Logstash nastroja (prijaté .log
subory priamo prepoSle na HTTP endpoint Splunk servera). Oba nastroje umoznuju pridat’ ID
odosielajuceho zariadenia.

Use Case 4: AplikaC€né logy z aplikacii

-V kazdej aplikacii je moZné naprogramovat odosielanie vSetkych log. sprav na Splunk endpoint
- Ak aplikacia uklada logy do Specifického suboru, tak jeho obsah je mozné nastrojmi Filebeat
alebo Logstash preposlat’ na Splunk server.

Simuldcia utokov

Utok hrubou silou na prihlasovaci formuldr webovej stranky
Zdrojovy kod skuSajuci prihlasenie na stranku vyuZzitim réznych mien a hesiel méze vyzerat' nasledovne:

import requests

def test login(username, password):

url = "http://localhost:5000/1login"

data = "username={}&password={}".format (username, password)

headers = {

"Content-Type": "application/x-www-form-urlencoded"

}

response = requests.request ("POST", url, headers=headers, data=data)
print ("Status code:", response.status_code)

if response.status code == 200:

print ("Username: {}, Password: {}".format (username, password))
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def simulated dos (attempts, u name, u pass):
for i in range (0, attempts):
for name in u name:
for passw in u pass:
test login(name, passw)

if name == " main ":
u name = ["admin", "user", "test", "CNL", "root", "cisco"]
u pass = ["adminpass", "userpass", "testpass", "cnlpass", "rootpass", "class"]

simulated dos (3, u name, u_pass)

Utok hrubou silou na sluzbu SSH
Utok hrubou silou na pripojenie sa na sluzbu SSH je moZné vykonat’ vyuZitim nastroja Hydra.
InStaldcia nastroja je nasledovna:

sudo apt update
sudo apt install hydra

Pouzitie uvedeného nastroja vyZaduje nasledujice nastavenia:
1. Vytvorenie suboru obsahujiceho pouzivatelské mena:

nano users.txt

admin
cisco
test
ssh
user

2. Vytvorenie siboru obsahujliceho pouZivatelské hesla:

nano password.txt

cisco
ciscol23
ciscol23!
jahoda
test

3. Spustenie nastroja Hydra je mozné prikazom:

hydra -L users.txt -P password.txt ssh://192.168.2.5

Vystupom programu je najdena kombindcia prihlasovacich Udajov v tvare meno:heslo.
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DoS utok vyuZitim protokolu ICMP
Nastroj ping je mozné pouzit na generovanie istého po&tu ICMP sprav. Zaroven je mozné nastavit
frekvenciu odosielania dat. Mozny tvar terminalového prikazu je:

sudo ping -c 10 -f 192.168.2.5

PrepinaC -f spésobi odoslanie ICMP spravy 100x za sekundu.

Prieskumnicky utok skenovanim portov
Skenovanie otvorenych portov je mozné vykonat nastrojom nmap nasledovne:

nmap -p 1-1024 192.168.2.5
nmap -sT 192.168.2.5

Vyhladavanie v Splunk-u
Na zaklade zozbieranych dat je mozné vykonat vyhladavanie roznych Statistik a idajov za u€elom
identifikacie komunikujucich stran, analyzy prenaSanej prevadzky a bezpeCnostnych incidentov.

Identifikacia TOP komunikujucich stran
- Netflow
- ldentifikacia najCastejSie vyskytujlcich sa zdrojovych a cielovych adries

index="netflow index" | top limit=10
netflow.ipv4 src_ addr
index="netflow index" | top limit=10

netflow.ipv4 dst addr

+ 10,797 events (12/19/24 3:00:00.000 PM to 12/26/24 3:03:58.000 PM) Job~ s~ & 4 ? Smart Mode
£l

No Event Sampling *

Events Patterns Statistics (4) Visualization
20 Per Page v # Format Preview
netflow.ipvd_src_addr = s count = # percent =

192.168.2.1 691 45.640687
192.168.2.5 357 23.573s821
192.168.2.3 246 16. 248348

192.168.2.2 228 14.531044

- Nginx
- ldentifikacia zdrojovych adries pre webovu komunikaciu

index="nginx access log" | top limit=10 clientip
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+ 5,758 events (before 12/26/24 3:16:44.000 PM) No Event Sampling v Job ¥ 4 @& 4 ¥ SmartMode~

Events Patterns Statistics (3) Visualization

20 Per Page v # Format Preview v

clientip = s count = percent = #
192.168.2.4 4878 84.716916
182.168.2.3 879 15.265717
192.168.2.5 1 @.817367

- SSH access log
- ldentifikacia pouzivatel'skych mien s chybnym prihlasenim:

index="ssh auth log" | rex "Failed password for
(?<userid>.*) from (?<ip>.*) port"
| stats count by userid ip

~ 779 events (12/25/24 12:00:00.000 AM to 12/27/24 12:00:00.000 AM) Job~ A & 4 ? Smart Mode

No Event Sampling *

Events Patterns Statistics (7) Visualization

20 Per Page » # Format Preview »

userid % £ ip* g count ¥
invalid user admin 152.168.2.5 22
invalid user cisco 192.168.2.5 24
invalid user test 192.168.2.5 25

- Len neexistujuci pouzivatelia:

index="ssh auth log" | rex "Failed password for invalid
user (?<userid>.*) from" | stats count by userid

Analyza sietovej prevadzky a bezpe€nostnych incidentov
- Netflow
- Vizualizacia vzorov v komunikacii v rémci zvoleného Casového intervalu vyuzitim
Ciarového diagramu (Statistiky prijatych dat za kazdu hodinu):

index="netflow index" | timechart span=1lh count

+ 10,735 events (12/24/24 12:00:00.000 AM to 12/27/24 12:00:00.000 AM) No Event Sampling ~

Events Patterns Statistics (72) | Visualization

ul Column Chart # Format 88 Trellis

4,000

3,000

count

2,000

1000

12:00 AM 400 AM 8:00 AM 12:00 PM 200 PM 8:00 PM 12:00 AM 2:00 AM 8:00 AM 12:00 PM
Tue Dec 24 Wed Dec 25
2024
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- Nginx

- Analyza HTTP poziadaviek podla pouzitej navratovej hodnoty a metddy:

index="nginx_access_log" | stats count by status
index="nginx_access_log" | stats count by method

+ 3,522 events (12/24/24 12:00:00.000 AM to 12/27/24 12:00:00.000 AM) Job ¥ 2 & 4 * Smart Mode
-
No Event Sampling
Events Patterns Statistics (1) Visualization
20 PerPage v # Format Preview v
status ¢ # count =
208 3215
201 184
204 28
je1 1
3e3 9
34 14
400 22
482 &
484 24
499 8
502 9
+ 3,546 events (12/24/24 12:00:00.000 AM to 12/27/24 12:00:00.000 AM) Job - ~» & 4 ? Smart
Mode »
No Event Sampling ~
Events Patterns Statistics (3) Visualization
20 Per Page ~ # Format Preview v
method = 4 count s
DELETE 1
GET 2677
POST 868
- Snort
- Identifikacia najCastejSieho typu hlaseni / vzorov
index=snort | top limit=10 message
+ 10,293 events (12/24/24 12:00:00.000 AM to 12/27/24 12:00:00.000 AM) No Event Sampling » Job ¥ & 4 * Smart Mode »
Events Patterns Statistics (10) Visualization
50 Per Page » # Format Preview
message = count = percent =
12/24-23:17:39.512845 [#*] [1:1000002:1] S5H Detected [#*] [Priority: @] {TCP} 192.168.2.3:63762 -> 192.168.2.5:22 4 @.038861
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Korelacia udalosti

Vyhladéavanie pouzitim viacerych tabuliek umozni korelaciu udalosti. Napr. je mozné zobrazit' len také
Statistické informacie o datovych tokoch, z Netflow indexu, ktorych ciefova adresa je nas smerovaC a
zdrojova adresa sa zarovef nachadza ako zdrojova adresa v Nginx indexe. Takyto filter ukaze pouZzivatela,
ktory pristupoval na webovli sluZzbu a zaroven pristupoval na siefové zariadenie. PoZiadavka pre
zobrazenie Casovej znaCky, mnoZstva paketov, zdrojovej a cielovej IPv4 adresy vyzera nasledovne:

index=netflow index netflow.ipv4 dst addr=192.168.2.100 [search
index="nginx access log" | top limit=10 clientip | table clientip |
rename clientip as netflow.ipv4 src addr]

| table @timestamp, netflow.in pkts, netflow.ipv4 src addr,
netflow.ipv4 dst addr

+ 1event (12/19/24 8:00:00.000 PM to 12/26/24 8:23:55.000 PM) No Event Sampling Job 2 & 4
Events Patterns Statistics (1) Visualization

50 Per Page v # Format Preview v
@timestamp = I netflow.in_pkts = netflow.ipv4_src_addr ¢ 4 netflow.ipv4_dst_addr =
2024-12-24T16:04:22. 0002 7 192.168.2.3 192.168.2.180

Vysvetlenie poziadavky
- 1index=netflow index netflow.ipv4 dst addr=192.168.2.100:

Tento vyraz vybera len tie zdznamy z indexu "netflow_index", kde je cielova IP adresa
("netflow.ipv4_dst_addr") rovna "192.168.2.100". To znamenad, Ze sa zameriava na vSetky sietové toky
smerujuce na tuto konkrétnu IP adresu.

- [search index="nginx access log" | top limit=10 clientip |
table clientip | rename clientip as netflow.ipv4 src addr]

Tato podpoziadavka vykondva nasledovné:.

- 1ndex="nginx access_ log":Vyberd zaznamy z indexu "nginx_access_log".
| top limit=10 clientip: Vybera 10 najCastejSich IP adries klientov.
- | table clientip: Zobraziiba pole "clientip” (IP adresa klienta).
| rename clientip as netflow.ipv4 src addr:Pomenuje pole “clientip" na

"netflow.ipv4_src_addr" pre konzistenciu s hlavnym vyhfadavanim.
- | table Qtimestamp, netflow.in pkts, netflow.ipv4 src_addr,

netflow.ipv4 dst addr: Tento vyraz zobrazuje pozadované polia v prehladnej tabulke:
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Tvorba Dashboard-ov v Splunk-u

Pre rychle zobrazenie dat, ktoré je potrebne Casto kontrolovat je vhodné vytvarat riadiace panely (angl.
Dashboards). V rdmci Splunk-u je mozné riadiaci panel vytvorit' v asti:

- Search&Reporting - Dashboards - Create New Dashboard
- Dashboard Title: Netflow
- Classic Dashboard

Po vyplneni potrebnych poli sa zobrazi pracovna plocha, do ktorej je mozné tlaCidlom Add Panel vkladat
elementy umozZfiujlice zobrazenie potrebnych informacii. Podla typu poZadovanej vizualizicie je mozné
zvolit' z:

- Events

- Statistics Table
- Line Chart

- Single Value

Nasledne po volbe elementu uz len staCi zvolit Casovy interval a poziadavku pre vyhladavanie. UloZenie
daného elementu sa vykonava stlaCenim tlaCidla Add to Dashboard. Event dashboard zobrazujdci
vysledok poziadavky [index=netflow_index netflow.ipv4_src_addr = 192.168.2.3]:

splunk Apps ¥

Search Analytics Datasets Reports Alerts Dashboards

Netflow

i Time Event

> 12/24/24 {[-]
11:15:57.000 PM @timestamp: 2024-12-24T23:15:57.000Z
@version: 1
netflow: { [+]
}
netflow_host: 192.168.2.108
tags: [ [+]
]
type: netflow
}

Show as raw text

host = 192168.2.5:8088 = source = hitp:Netflow_Collector : sourcetype = httpevent

> 12/24/24 {[-]
11:14:42.000 PM @timestamp: 2024-12-24T23:14:42.0807

@version: 1
netflow: { [+]
}
netflow_host: 192.168.2.10@
tags: [ [+]
]
type: netflow

}

Show as raw text

host = 192168.2.5:8088 = source = hitp:Netflow_Collector = sourcetype = httpevent
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Pre vytvaranie riadiacich panelov, ktoré budu obsahovat viacero elementov je potrebné zvolit:
- Dashboard Studiu - Absolute
Nasledujuci riadiaci panel bol vytvoreny dotazmi:

1. index="nginx_access_log" | table status, uri_path
2. index="nginx_access_log" | stats count by status
3. index="nginx_access_log" | stats count by method

splunk Apps *

Search Analytics Datasets Reports Alerts Dashboards

X

Global Time Range

Last 24 hours i

B Nginx - Status code
status & uri_path %

25K
200  /en-US/splunkd/__raw/services/

messages
20K
200 /en-US/splunkd/__raw/services/

messages
15K

200  /en-US/splunkd/__raw/services/
messages

count

10K I count
200  /en-US/splunkd/__raw/servicesNS/

nobody/search/search/v2/ 5K
JjobsM735242835.372/control

200  /en-US/splunkd/__raw/services/
messages

200  /en-US/splunkd/__raw/services/
messages

200  Jen-US/splunkd/__raw/services/
messages

200  /en-US/splunkd/__raw/services/ 15K

messages

200  /en-US/splunkd/__raw/servicesNS/ 10K
nobody/search/searchiv2/

Jjobs/735242469.365/control

count

I count

200  /en-US/splunkd/__raw/services/
messages

E 2 3 4 5 .. Next> DELETE ST
method

Vytvorené riadiace panely je mozné stiahnut’ vo formatoch CSV, PDF, PNG.
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