Monitorovanie sietovych zariadeni

Tento manudl obsahuje navod pre instaldciu a prdcu s monitorovacim nastrojom Zabbix a
vizualizaénym nastrojom Grafana. Oba nastroje budu inStalované na Virtualne zariadenie spustené cez
virtualizacnu platformu Virtual Box, pricom operacny systém bude Ubuntu.

InStalacia nastroja Zabbix

Oficialna stranka Zabbix-u [https://www.zabbix.com/download] umozriuje definovanie poZziadaviek
akymi su verzia, distribucia OS, verzia OS, Zabbix komponenty, pouzita databaza a typ webového
servera, na zaklade ¢oho dana stranka vygeneruje kompletny postup instalacie, ktory je mozné
aplikovat na cielovy OS.

ZABBIX VERSION OS DISTRIBUTION OS VERSION ZABBIX DATABASE WEB SERVER

COMPOMNENT

6.2 Alma Linux 22.04 (Jammy) MySQL Apache
Server, Frontend,

6.0 LTS CentOs 20.04 (Focal) Agent PostgreSQL Nginx

5.0LTS Debian 18.04 (Bionic) Proxy

4.0 LTS Oracle Linux 16.04 (Xenial) Agent

6.4 PRE- Raspberry Pi OS 14.04 (Trusty) Agent 2

RELEASE

Red Hat

Java Gateway
Enterprise Linux

Rocky Linux

SUSE Linux
Enterprise Server

Ubuntu

Ubuntu (armé&4)

Vytvorené virtudlne zariadenie sa nazyva monit, pricom heslo do systému je tieZ monit. Pre Uspesnu
instalaciu je potrebné pracovat s root pravami.

sudo su -
monit

Po ziskani root prav vykonajte nasledujicu sériu prikazov podla vygenerovaného navodu:

apt-get install apache2 -y

apt-get install mysgl-server -y

apt-get install php php-pear php-cgi php-common libapache2-mod-php
php-mbstring php-net-socket php-gd php-xml-util php-mysgl php-bcmath
-y

wget https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-
release/zabbix-release 6.4-1+ubuntu22.04 all.deb



https://www.zabbix.com/download

root@monit-vVirtualBox:~# wget https://repo.zabbix.com/zabbix/6.2/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.2-4%2Bubuntu22.04_all.deb
--2023-02-16 11:28:09-- https://repo.zabbix.com/zabbix/6.2/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.2-4%2Bubuntu22.04_all.deb
Resolving repo.zabbix.com (repo.zabbix.com)... 178.128.6.101, 2604:a880:2:d0::2062:d001

Connecting to repo.zabbix.com (repo.zabbix.com)|178.128.6.101|:443... connected.

HTTP request sent, awaiting response... 208 0K

Length: 3780 (3,7K) [application/octet-stream]

Saving to: ‘zabbix-release_6 4+ubuntu22.04_all.deb’
zabbix-release_6.2- 100%[= 3,69K --.-KBfs in @s

2023-82-16 11:28:10 (2,64 GB/s) - ‘zabbix-release_6.2-4+ubuntu22.04_all.deb’ saved [3780/3780]

dpkg -i zabbix-release 6.4-1l+ubuntu22.04 all.deb

root@monit-VirtualBox:~# dpkg -1 zabbilx-release_ 6.2-4+ubuntu22.04_a
Selecting previously unselected package zabbix-release.

(Reading database ... 197962 files and directories currently installed.)
Preparing to unpack zabbix-release_6.2-4+ubuntu22.04_all.deb ...
Unpacking zabbix-release (1:6.2-4+ubuntu22.84) ...

Setting up zabbix-release (1:6.2-4+ubuntu2z.04) ...
root@monit-VirtualBox: ~#

apt update

apt install zabbix-server-mysqgl zabbix-frontend-php zabbix-apache-
conf zabbix-sgl-scripts zabbix-agent

mysgl -uroot -p

mysqgl

root@monit-virtualBox:~# mysql -urcot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
our MySQL connection id is 8

Server version: 8.0.32-8ubuntu®.22.04.2 (Ubuntu)

Copyright (c) 2008, 2023, Oracle andfor its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c¢' to clear the current input statement.

mysql=

Teraz je potrebné nastavit databazu:

mysgl> create database zabbix character set utf8mb4 collate
utf8mb4 bin;

mysqgl> create user zabbix@localhost identified by 'password';
mysqgl> grant all privileges on zabbix.* to zabbix@localhost;

mysqgl> set global log bin trust function creators = 1;

mysqgl> quit;




mysql> create database zabbix character set utf8mb4 collate utf8mb4_bin;
Query OK, 1 row affected (0,08 sec)

mysql> create user zabbix@localhost identified by 'password';
Query OK, © rows affected (0,03 sec)

mysql> grant all privileges on zabbix.* to zabbix@localhost;

Query OK, © rows affected (0,08 sec)

mysql> set global log bin_trust function creators = 1;
Query OK, 0 rows affected (0,00 sec)

zcat /usr/share/zabbix-sgl-scripts/mysgl/server.sqgl.gz | mysgl --
default-character-set=utf8mb4 -uzabbix -p zabbix
root@monit-VirtualBox:~# zcat fusr/fshare/zabbix-sgl-scripts/mysql/server.sql.gz |

mysql --default-character-set=utf8mb4 -uzabbix -p zabbix
Enter password:

mysqgl -uroot -p

mysql

mysql> set global log bin trust function creators = 0;
mysqgl> quit;

root@monit-VirtualBox:~# mysql -uroot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

our MysSQL connection id is 12
server version: 8.0.32-8ubuntu®.22.04.2 (Ubuntu)

Copyright (c) 2000, 2023, Oracle andfor its affiliates.
Oracle is a registered trademark of Oracle Corporation andfor its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

mysql= set global log bin_trust function_creators = 0;
Query OK, ® rows affected (0,00 sec)

mysql= quit;
Bye
root@monit-VirtualBox:-# I

nano /etc/zabbix/zabbix server.conf
DBName=zabbix

DBUser=zabbix

DBPassword=password




GNU nano 6.2 etc/zabbix/zabbix server.conf *#
DEName=zabbix

DBEUser=7zabbix

DBPassword=password

Po vykonani vsetkych nastaveni je potrebné restartovat nastroj a povolit jeho spustanie pri Starte
systému.

systemctl restart zabbix-server zabbix-agent apache?
systemctl enable zabbix-server zabbix-agent apache?

root@monit-VirtualBox:~# systemctl restart zabbix-server zabbix-agent apache2
root@monit-VirtualBox:~# systemctl enable zabbix-server zabbix-agent apache2
synchronizing state of zabbix-server.service with 5ysV service script with flib/sy
stemdfsystemd-sysv-install.
Executing: flib/systemd/systemd-sysv-install enable zabbix-server
synchronizing state of zabbix-agent.service with SysV service script with /lib/sys
temd/systemd-sysv-install.
Executing: flib/systemd/systemd-sysv-install enable zabbix-agent
Synchronizing state of apache2.service with SysV service script with flib/systemd/
systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable apache2
Created symlink /etc/systemd/system/multi-user.target.wants/zabbix-server.service
= flibfsystemd/system/zabbix-server.service.
root@monit-vVirtualBox:~# systemctl status zabbix-server
zabbix-server.service - Zabblx 5Server
Loaded: loaded (/lib/svstemd/system/zabbix-server.service; enabled; vendor pE
Active: since Thu 2023-02-16 11:47:45 CET; 32s ago
Main PID: 24301 (zabbix server)
Tasks: 48 (limit: 9447)
Memory: 55.3M
CPU: 1.095s
CGroup: /system.slice/zabbix-server.service
24301 Jfusr/sbinfzabbix_server -c fetc/zabbix/zabbix_server.conf




Dokoncenie instalacia sa realizuje vyuZitim pouzivatelského rozhrania, ktoré je dostupné na adrese:
[http://localhost/zabbix/setup.php]

H installation x|+

O DIlocalhost/zabbix/setup.php l

ZABBIX

Check of pre-requisites

Configure DB connection

Welcome to
Settings
Pre-installation summary L]
Zabbix 6.2
|
Default language | English (en_US) v n
Licensed under GPL v2
ZABBIX Check of pre-requisites
Current value Required
PHP version £.1.2-1ubuntu2 10 7.4.0 0K
Check of pre-requisites
PHP option "memory_limit" 128M 128M 0K
Configure DB connection
Settings PHP option "post_max_size" 16M 16M 0K
Pre-installation summary PHP option "upload_max_filesize” M M 0OK
Install PHP option “max_execution_time" 300 200 0K
PHP option "max_input_time” 300 300 QK
PHP databases support MySQL 0K
PHP bcmath on 0K
PHP mbstring an 0K

PHP option "mbstring.func_overload” off off oK




ZABBIX

Welcome

Check of pre-requisites
Configure DB connection
Settings

Pre-installation summary

Install

ZABBIX

Welcome

Check of pre-requisites
Configure DB connection
Settings

Pre-installation summary

Install

Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database.
Press "Next step” button when done.

Database type | MySQL v
Database host | localhost
Database port | 0 0 - use default port
Database name | zabbix

Store credentials in HashiCorp Vault | CyberArk Vault

User | zabbix

reernes

Password

password |

Database TLS encryption Connection will not be encrypted because it uses a socket file (on Unix) or
shared memory (Windows).

Settings

Zabbix server namel Manitoring

Default ime zone | System: (UTC+00:00) UTC ™

Default theme | Blue ~

Back




ZABBIX

Pre-installation summary

Please check configuration parameters. If all is correct, press "Next step” button, or "Back” button to

change configuration parameters.

Welcome

Check of pre-requisites Database type MySQL
Configure DB connection Dalabase server localhost
Settings Database port default
Pre-installation summary Database name zabbix
Install Database user zabbix

Database password

Database TLS encryption false

Zabbix server name Monitoring

Back

ZABBIX Install

Welcome

Check of pre-requisites
Configure DB connection
Settings

Pre-installation summary

Congratulations! You have successfully installed Zabbix
frontend.

Configuration file "conffzabbix.conf.php” created.

Install




Praca s nastrojom zabbix

Prihlasenie do ndstroja Zabbix je mozné vyuzitim prihlasovacich udajov [Admin:zabbix]

ZABBIX

Usemame

Admin

Password

sesed  7abbix

+| Remember me for 30 days

Po prihlaseni sa zobrazi nasledujuci ovladaci panel, ktory v lavej ¢asti obsahuje paletu moznosti a vo

svojej hlavnej Casti obsahuje vizualizacny panel. Tento panel je uréeny skér pre administratorov
systému.

B Monitoring: Dashboard  x | +

« c O D localhost/zabbix/zabbix php?action=dashboard.view %
ZABBIX « = [eSEIRvE W
All dashboards | Global vew Local time
Top hosts by CPU utilization System information
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Prvym krokom prdce s ndstrojom je definovanie cielového, monitorovaného, zariadenia, ktoré je
mozné definovat v zaloZzke Hosts:

€ Monitoring

shboard

Proble

Maps

C

Hosts
Y
Name Status Enabled | Disabled
Host groups Select Tags m or
» Contains v Remove
Add
DNS
o Show hosts in maintenance [+ Show suppressed problems
art
Severity Not classified Warning High
Information Average Disaster
Name & erface Ta Lat
Zabbix server 127.0.0.1:10050 E3 Latest data Problems Graphs Dashboards
New host
Host IPMI  Tags Macros Inventory Encryption  Value mapping
- HOS[ name
Visible name
Templates

* Host groups

Interfaces Mo interfaces are define

Description

Monitored by proxy | (no proxy) ~

Enabled |v




Host groups

D Mame
Applications
Databases
Discovered hosts
Hypervisors

Linux servers

\irtual machines

Zahbix servers

NajdoleZitejSou ¢astou je definicia IP adresy cielového zariadenia, tzv. Agenta:
New host

Host IPMI  Tags Macros Inventory  Encryption  Value mapping

* Host namej | CSR1000V

Wisible name
Templates Select
* Host groups Select
Interfaces Type IP address DNS name Connect to Port Default
Agent | 192.168.56.101 n DNS | 10050 ® Remove

Add

Description

Monitored by proxy | (no proxy) W

Enabled |v

Po UspeSnom nastaveni je mozné vidiet nové Host zariadenie:

()  Hostadded

s
Name staus [JESQN Erabled | Disabied
Host groups Select Tags ECH O
P Contains v Remove
Add
DNS
Show hosts in maintenance [+ Show suppressed problems
Port
Severity [_| Not classified Warning High
Information Average Disaster

Name & Interfage Tags Status Latest data Problems Grapns Dashboards
CSR1000V 192.168.56.101:10050 Enabled Latest data Problems
Zabbix server 127.0.0.1:10050 78X Enabled Latest data 99 Problems Graphs 19 Dashboards 4




Pre urfenie monitorovanych aspektov cielového systému je moziné pouzit objekt Item, ktory je
dosiahnutelny cez rozhranie Hosts:

ZABBIX Hosts

Host groups Select Mornitored by Sever | Proxy
Monitoring
Templates Select Proxy
9 Services
Name Tags m or
Inventory v DNS Contains v Remove
Add

Reports v [
Configuration port

Name & tes Trigger Graphs Discove: e terface p Tempiate: status Availa Agent e

CSR1000V Triggers Graphs Discovery Web  192.168.56.101:10050 Enable [ nvore |

Zabbix server ltems Triggers Graphs Discovery Web  127.00.1:10050 Li z ent, Z erver he Enable [ niore |

ZABBIX « = NEHH

Hos rovgs. Selc e [at - s [ >
® Moritaring
Hosts st Type ofnfomation | sl . Contains B
sy
Name sune [ noms | votspporea
e [ ]
Key Enabled | Disabled
- C
R — seia Toggers [ ves | o
oo [ ves | o
oncoverea [ ves | e
=t

Subiilter

Prvym vytvaranym Item-om je item umozZiiujuci cez protokol RESTCONF ¢itat konfiguraciu sietovych
zariadeni, konkrétne jeho nazvu. Pre tento Ucel je potrebné definovat standardné parametre potrebné
pre pracu s HTTP protokolom (pouZity bude HTTP agent) a to: URL, Request Type a Headers. Nakoniec
je potrebné definovat ocakavany status kod, na zaklade ktorého bude systém vediet vyhodnotit, ¢i
doslo k uspesnému ziskaniu dat.



ltem  Tags Preprocessing

* Name

Type

" Key

Type of information
“URL

Query fields

Request type
* Timeout
Reruest body type

Request body

Headers

Required status codes

Follow redirects

restconf get hostname
HTTP agent
hitp_value_search

Text

hitps:#192.168.56. 10Lrestconfidata/native/hostname

Name

3s

Value

XML data

Parse

Remove

Name
Accept

Content-Type

Vo

value

= | application/yang-data+jsen

Remove

= | application/yang-data+json

Dalej je potrebné definovat parametre pre autentifikaciu, ktord je v nasom pripade Basic a samotné
prihlasovacie Udaje [cisco:ciscol23!]. Poslednym parametrom je Update interval, ktory urcuje
pravidelnost aktualizacie pozadovanych dat.



Retrieve mode Headers | Body and headers
Convert to JSON

HTTP proxy

e[ 7]

User name | cisco

Password | ciscol23]|

SSL verify peer

S5L verify host
SSL certificate file
SS5L key file

S5L key password

Hostinterface | 192.168.56.101:10050 ~

* Update interval | 3s

Custom intervals Type Interval Period Action
Scheduling Remove
Add

* History storage period | Do not keep history  [SIGIERENEGEE | 904

Enable trapping

Populates host inventory field | -Mone- v

Samotné data je mozné po prijati predspracovat, ¢o je mozné nastavit v zalozke Preprocessing. Tu je
mozné zvolit, aky typ informacii chceme ziskat a kde ich budeme v ziskanej odpovedi hladat. Vystupom
by mal byt samotny text reprezentujici ndzov zariadenia:

Preprocessing steps Name Parameters Custom on fail  Actions
]I JSONPath ~ | | §[Cisco-I0S-XE-native: hostname] I Test Remove
Add Test all steps

Ol [ clore | | Executenow | | Clear history ana wrends | | Delete | [ cancel |

Type of information|

Vytvérany Item je nasledne potrebné povolit a pridat medzi aktivne Item-y:

Test | | Cancel |




Overenie Uspesnosti vytvorenia Iltem-u a zobrazenie jeho vystupov je mozné najst v zalozke Monitoring
- Latest data:

r— seet oo [
Hosts Select Containg -
Name
—_——El B -
iy

Subfilter

CSRI000V restconf get hosmame

Po kliknuti na moznost History sa zobrazi historia ziskavanych dat (odpoved na GET pozZiadavku

definovanu v Item-e):

Ti P Val
2023-02-16 12:25:45 {"body":"\n<hostname xmlns=\"http://cisco.com/ns/yang/Clsco-I0S-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native’">CSR1kv</hostname>\n"}
2023-02-16 12:25:42 {"body" :"\n<hostname xmlns=\"http://cisco.com/ns/yang/Clsco-I0S-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native’\">CSR1kv</hostname>\n"}
2023-02-16 12:25:39 {"body" :"\n<hostname xmlns=\"http://cisco.com/ns/yang/Clsco-I0S-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native\">CSR1kv</hostname>\n"}
2023-02-16 12:25:06 {"body" :"\n<hostname xmlns=\"http://cisco.com/ns/yang/Clsco-I0S-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native\">CSR1kv</hostname>\n"}
2023-02-16 12:25:03 {"body" :"\n<hostname xmlns=\"http://cisco.com/ns/yang/Cisco-I05-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native\">CSR1kv</hostname>\n"}
2023-02-16 12:25:00 {"body":"\n<hostname xmlns=\"http://cisco.com/ns/yang/Cisco-I05-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native\">CSR1kv</hostname>\n"}
2023-02-16 12:24:57 {"body":"\n<hostname xmlns=\"http://cisco.com/ns/yang/Cisco-I05-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native\">CSR1kv</hostname>\n"}
2023-02-16 12:24:54 {"body":"\n<hostname xmlns=\"http://cisco.com/ns/yang/Cisco-I05-XE-native\" xmlns:ios=\"http://cisco.com/ns/yang/Cisco-I0S-XE-native\">CSR1kv</hostname>\n"}
2023-02-16 12:24:51

<hostname xmlns="http://cisco.com/ns/yang/Cisco-I05-XE-native" xmlns:ios="http://cisco.com/ns/yang/Cisco-I05-XE-native">C5R1kv</hostname>
2023-02-16 12:24:48

<hostname xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native" xmlns:ios="http://cisco.com/ns/yang/Cisco-I05-XE-native">CSRikv</hostname>
2023-02-16 12:24:45

<hostname xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native" xmlns:los="http://cisco.com/ns/yang/Cisco-I0S-XE-native">CSR1kv</hostname>
2023-02-16 12:24:42

<hostname xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native" xmlns:los="http://cisco.com/ns/yang/Cisco-I0S-XE-native">CSR1kv</hostname>
2023-02-16 12:24:39

<hostname xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native" xmlns:ios="http://cisco.com/ns/yang/Cisco-I05-XE-native">CSR1kv</hostname>
2023-02-16 12:24:36

<hostname xmlns="http://cisco.com/ns/yang/Cisco-I05-XE-native" xmlns:ios="http://cisco.com/ns/yang/Cisco-I05-XE-native">C5R1kv</hostname>

Pre ziskavané data je mozné definovat aj ich kontrolu a tzv. spustade, ktoré spustia istu akciu, ak
ocakavana hodnota bude ind, ako o¢akdvana. Spustac je mozné definovaT v zalozke Hosts - Triggers:

ZABBIX Hosts
Host graups seec voniored o [ server | Prony
Tempiates Select Proxy
ame s [EEEE o
s Contains ~ 2emon
a
3
port
Her . Disc b 102166.56.101-10050 rm
73 e n Dist ER m

Samotny trigger je mozné namapovat na pozadovany severity level a vyuZitim regularneho vyrazu
nastavit jeho spustanie. V naSom pripade bude ukazané, ako vytvorit spustac, ktory sa spusti, ak nazov
zariadenia nebude CSR1kv:



Triggers

Allhosts | CSRIOOOV  Enaled ems

* Name

Event name
Operational data
Severity

* Expression

OK event generation

PROBLEM event generation mode
OK event closes

Allow manual close

URL

Description

Enabled

X)X Graph Disco Web
st groups Seat - o
Hosts seea Contans
o
Name p—

Severity || Not classified Warning Hgh

P

omason [ Avrage osastr
v aepencencies [ ves | Mo

swe [ o | srovown

s [l Evavies | Disavied
-
| oo JIGE
Trigger for hostname I
Mot classified Information Warning § Average

High

Disaster

find(/C5R1800V/http_value_search,1m, "1ike", "CSR1086v")=0

Expression constructor

Recovery expression
Multiple
GURIGLIEN A All problems if tag values match

MNone

‘ ‘ Cancel ‘

v
| Clone | ‘ Delete

Konkrétne nastavenie podmienky znazorfiuje nasledujuci obrazok:

Add

Finer ¥



Condition

* Item § CSR1000V: restconf get hosiname | Select

Function §| find() - Check occurrence of pattern \ (which fulfill operator O) for peried T (1 - match, 0 - no match) hs

Lastof (M) || 1m Tme v

Time shift Time

O | like

v || csr1000v |

*Result = - E]

Insert Cancel

InStalacia nastroja Grafana
Aj v tomto pripade je potrebné najskér ziskat root prava:

sudo su -
monit

Nasledujuci vypis sumarizuje postup pre instaldciu nastroja Grafana:

apt update -y
apt install -y postgresgl

systemctl start postgresqgl
systemctl enable postgresqgl

sudo -u postgres psqgl

postgres=# CREATE DATABASE grafana;

CREATE DATABASE

postgres=# CREATE USER grafana WITH PASSWORD ‘grafana’;

CREATE ROLE

postgres=# GRANT ALL PRIVILEGES ON DATABASE grafana TO grafana;
GRANT

postgres=#\c grafana

postgres=#CREATE TABLE session ( key CHAR(1l6) NOT NULL, data bytea,
expiry INT NOT NULL, PRIMARY KEY (key)):

CREATE TABLE

postgres=# \q

# apt-get install apt-transport-https -y

sudo apt install apt-transport-https ca-certificates curl gnupg?2
software-properties-common

echo "deb https://packages.grafana.com/oss/deb stable main" | sudo
tee -a /etc/apt/sources.list.d/grafana.list




root@monit-VirtualBox:~# echo “deb https://packages.grafana.com/oss/deb stable m
| sudo tee -a [etc/apt/sources.list.d/grafana.list
“deb https://packages.grafana.com/oss/deb stable main”

root@monit-VirtualBox:~# nano fetc/apt/sources.list.dfgrafana.list
root@monit-vVirtualBox:~-#

nano /etc/apt/sources.list.d/grafana.list
- odstranit uvodzovky na zac¢iatku a na konci
wget -q -O - https://packages.grafana.com/gpg.key | sudo apt-key add

sudo apt update
sudo apt install grafana

grafana-server -v

- - = TR T T T - - - - - = E =

_ L
root@monit-VirtualBox:~# grafana-server -v

Version 9.5.3 (commit: 916d9793aa, branch: HEAD)

Nakoniec staci povolit spustanie nastroja Grafana pri Starte, spustit nastroj a overit jeho stav:

sudo systemctl enable grafana-server
sudo systemctl start grafana-server
sudo systemctl status grafana-server

root@monit-VirtualBox:~# sudo systemctl status grafana-server.service
grafana-server.service - Grafana instance
Loaded: loaded (/lib/systemd/system/grafana-server.service; enabled; vend!
Active: since Thu 20623-06-08 13:46:03 CEST; 11s ago
Docs: http://docs.grafana.org
Main PID: 25566 (grafana)
Tasks: 9 (1limit: 4614)
Memory: 63.2M
CPU: 6.706s
CGroup: [system.slice/grafana-server.service
L 25566 Jusr/share/grafana/binfgrafana server -—config:fetcfgrafa!

(=}

monit-VirtualBox grafana[25566]: logger=server t=2023-06-08T13
monit-VirtualBox grafana[25566]: logger=provisioning.alerting g
monit-VirtualBox grafana[25566]: logger=provisioning.alerting g
monit-VirtualBox grafana[25566]: logger=modules t=2023-06-08T1=
monit-VirtualBox grafana[25566]: logger=http.server t=2023-06-
monit-vVirtualBox grafana[25566]: logger=ngalert.state.manager &
monit-vVirtualBox grafana[25566]: logger=ngalert.state.manager g
monit-VirtualBox grafana[25566]: logger=ticker t=2023-06-08T133
monit-VirtualBox grafana[25566]: logger=ngalert.multiorg.alertg
monit-vVirtualBox grafana[25566]: logger=grafanaStoragelogger tg
lines 1-21/21 (FND)
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Dalej je potrebné povolit nastroju Grafana pristup k databéze:

nano /etc/postgresgl/l4/main/pg hba.conf
host all grafana 0.0.0.0/0 trust
local all grafana trust




GNU nano 6.2 etc/postgresgl/14/main hba.conf *#

postgres

local all all
host all all 127.0.0.1/32

host all all ::1/128

local replication all
host replication all 127.0.0.1/32
host replication all ::1/128

nost all grafana 0.0.0.0/0 trust
local all grafana trust

Poslednym krokom je nastavit pripojenie nastroja k databaze:

# nano /etc/grafana/grafana.ini

[database]

type = postgres

host = 127.0.0.1:5432
name = grafana

user = grafana
password = grafana

;type postgres
;host 127.0.0.1:5432
;name grafana
suser grafana

;password = grafana

V tejto chvili je potrebné restartovat Grafana sluzbu a povolit na firewall-e komunikéciu cez port 3000:

# systemctl restart grafana-server.service




sudo ufw allow ssh
sudo ufw allow 3000/tcp
sudo ufw reload

Overit Uspesnost nastavenia je mozné pripojenim sa na webové rozhranie nastroja dostupného pod
adresou [http://localhost:3000] za pouzitia prihlasovacich ddajov [admin:admin]:

localhost:3000/login

Welcome to Grafana

Email or username

admin

Password

admin

Standardnt zmenu defaultného hesla je mozné v tomto pripade preskocit.

Nasledujuci obrazok znazornuje standardné pouzivatelské rozhranie nastroja Grafana:

Welcome to Grafana

Pre pristup k nastroju Zabbix a vizualizicii jeho dat je potrebné doinstalovat plugin podla
nasledujuceho postupu:



Configuration

© Data sources

B8 Add data source

€7 ProTip: You can also define d

| configuration

& Plugins

Z Plugins / Zabbix

r Zobnin

B Overview

Zabbix plugin for Grafana
wversion m codecov 30% change log docs latest

Po nainstalovani plugin-u je potrebné restartovat nastroj Grafana a povolit pouZivanie pluginu:

systemctl restart grafana-server




Plugins / Zabbix

Uninstall Enable

Configuration

@ Data sources

No d
B Add data source

€7 PreTip: You can also define dat: igh configuration files. Learn more

Data so

I&  Configuration

Add data source

zabbix|

Nastroj Zabbix poskytuje data na konkrétnej URL adrese, ktoru je potrebné Specifikovat pri nastaveni
zdroja:



Z Data Sources / Zabbix

tl4 Settings

Name i Default [ ]

wpc.php
Ac
Allowed cookies

Timeout

Auth
B: uth With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Custom HTTP Headers

+ Add header

Poslednym krokom je nastavenie prihlasovacich udajov pre pristup k Zabbix databaze [Admin:zabbix]:

Zabbix API details
Usermnmame Admin
Password
Trends

After

Range

Timeout

Teraz je mozné overit pristup k Zabbix databaze a uloZit definované nastavenia:



Direct DB Connection

Enable

Other

Disable acknowledges for read-only users

Disable data alignment

Back Explore Delete Save & test

Praca s nastrojom Grafana
Prvym krokom je vytvorenie ovladacieho panelu (angl. Dashboard)

Dashboards

&% Browse

Starred

+ N
+ N

+ Impol

V ramci dashboardu je mozné vloZit novy panel, ktory bude obsahovat sekciu pre vizualizaciu dat:



88 New dashboard

ihi+ Add panel

=

Add a new row

Add a panel from the

Dalej je potrebné definovat, aké data budu vizualizované. V tomto pripade sta&i definovat ako zdroj
pozadovany item:

Query inspector

Panel Title

V pripade, Ze je dashboard kompletny, je mozné dané zmeny ulozit:



Unsaved changes

Do you want t

Cancel Discard Save dashboard

Save dashboard

Details

—_—
Dashboard name

Mo

Folder

PrecviCenie prace s nastrojmi Zabbix a Grafana:

Nasledujuca sekcia obsahuje Ulohy pre precvi¢enie prace s nastrojmi Zabbix a Grafana.

Zobrazenie informacii o IP adrese na rozhrani

V tejto ulohe bude vytvoreny novy Item, ktory ziska informacie o IP adrese rozhrania loopback 4 a tieto
informdcie budu nasledne vizualizované nastrojom Grafana. Postup je rovnaky ako pri vytvarani
prvého Itemu:

Iltems
Allhosts / CSR1kv  Enabled [EJJ ftemsso Triggers22 Graphs4 Discoveryruless  Web scenarios
Item Tags 1 Preprocessing

* Name ‘ [Router Loopbackd

Type| HTTF agent v

*Key| | nitp_value_search_loopbackd

= Inventory Type of information | Text ~
. “URL|| hitps://{HOST.IP}/restconi/datafieti-interfaces interfaces/interface=Loophackd Parse
Reports
Query fields Name Value
Data collection  ~
= Remove
Template groups Add
Host groups
Reaquesttype
Templates
Timeout | 30s
Hosls
Request body type [GENRCCE JSONdata | XML data
Maintenance
Request bady
Event correlation
Discovery
< Alerts
4
Users v Headers Name Value
Accept = | application/yang-data+json Remove
Administration
Content-Type = | application/yang-data+json Remove
AdT

Support

Required stalus codes



Required status codes | 200
Follow redirects |v
Retrieve mode m Headers Body and headers
Convert to JSON

HTTP proxy

HTTP authentication § Basic “

User name | cisco

Password | cisco1231

tonTags

Preprocessing steps Name Pa

1[JSOI\P5M ~ | | §["ieti-interfaces.interface”]["ietf-ip:ipv4 ][ "address”)[0]["ip ]

Add

V rdmci nastroja grafana staci zvolit typ zobrazenia ako Table a definovat zobrazovany Item, ktorym je
Router Loopback4:

Router Loopback4 http_value_search_loopbackd im  90d HTTPagent  Enabled

All

Panel options
Title

Monitored Loopback 4 interface

Query inspector




Zobrazenie nazvu zariadenia vyuzitim Value Mapping

Nastroj Zabbix umoziiuje pouzitie premennych, ktoré je ndsledne mozné pouzivat napr. v definovanych
URL. Premennd HOST.IP je vstavana a obsahuje IP adresu cielového zariadenia. Vytvoreny bude novy
Item pre Citanie nazvu zariadenia:

* Name

Type

* Key

Type of information
“URL

Cluery fields

Reqguest type
* Timeout
Request body type

Request body

Headers

Required status codes
Follow redirects
Retrieve mode
Convert to JSON
HTTP proxy

HTTP authentication
User name

Fassword

Router hostname

HTTF agent R

http_value_search

Text w

hitps: (H{HOST.IF} restconifdaia/native/hostiname Farse

Mame Value

name = | Value Remove

eI JSOM data | XML data

A
Mame Value
Accept = | application/yang-data+json Remove
Content-Type = | application/yang-data+json Remove
Add
J—
|200 I
—

L

m Headers Body and headers

[protocol:V[user:password]@]proxy.example com[:port]
Basic w

cisco

cisco1231




Preprocessing steps Name FParameters

1| JSONPatn ~| | S['Cisco-I0S-XE-native:hostname'] |

Type of information | Text

W
Update | Clone | | Execute now | | Test | | Clear history and frends | | Delete | ‘ Cancel |

V nastroji Grafana je nasledne mozné priamo zobrazit ziskani hodnotu. V pripade, Ze poZiadavky zlyha
a teda nazov zariadenia nebude taky, ako je pozadovany, tak cez value mapping je mozné zobrazit
lubovolny text. RieSenie uvedenej ulohy dokumentuju nasledujuce obrazky:

Value mappings
Condition Display text
i Regex  ~(?L*CSRikv).* Not match
Cancel
Value

Range

Regex

Special

Kontrola IP adresy na rozhrani a automaticka reakcia pri jej
zmene

Majme situaciu, Ze smerom k ISP je staticky nastavend IP adresa. Administrator omylom zmeni tuto
adresu, ¢im sposobi vypadok pristupu k internetu. Nastroj Zabbix dokaze riesit vzniknuty problém tym,
Ze kontroluje hodnotu danej IP adresy a v pripade, Ze d6jde k jej zmene, tak o tejto zmene vygeneruje
varovanie, ktoré zobrazi aj nastroj Grafana, no zaroven dojde k odoslaniu opravnej instrukcie z nastroja
Zabbix v podobe HTTP Put pozZiadavky, ¢o dokumentuju nasledujice obrdazky:

Definovanie GET poZiadavky pre ziskanie hodnoty IPv4 adresy z rozhrania:



* Name

Type

* Key

Type of information
* URL

CQuery fields

Request e

* Timeout
Request body type

Request body

Headers

Required status codes
Follow redirects
Refrieve mode
Convert to JSON
HTTP proxy

HTTF authentication
User name

Password

Router Loopback10 —|
HTTF agent ~
hitp_walue_search_loopback
Text w
hitps ({HOST.IFYrestconi/datalieti-interfaces interfaces/interface=Loopback10 Parse
Mame Value
name = | value Remaove
fdd
15s
Raw data JSON data XML data
o
MName Value
Accept = | applicationfyang-data+json
Content-Type = | application/yang-data+json Remove
Add

'
m Headers Body and headers

[protocol:A[user[-password]i@]proxy.example.com[:pori]

Basic

Cisco

cisco1231

Predspracovanie poziadavky a filtrovanie konkrétnej adresy:

ftom  Tags 1

Preprocessing steps

Mame Parameters

1| JSONPath ~ | | §["ietFinterfaces:interface”|["ietf-ip:ipv4"|["address [01["ip"] I

Add

Type of information | Text “

Definovanie chybovej hlasky sa vykondva v Casti Alerts. Opravny mechanizmus je mozné definovat v

Casti Scripts:

| Clone | ‘ Execute now | | Test ‘ | Clear history and frends | ‘ Delete ‘ | Cancel |




ZABBIX Bl Scripts

Fuer ¥

Action operaton Scriot Server seicoppackict an Uinux servers  Read

Zatbix administators A1 Read

Konkrétne nastavenie opravnej PUT poziadavky je mozné vykonat cez Curl script, ¢o dokumentuje
nasledujuci obrazok:

*MName | =lj=ql5 |

Scope

Type Webhook m S5H Telnet 1Pl
Execute on Zabbix agent Zabbix server (proxy)

* Commands | curl —-lccatien --reguest EUT
"https://{HOST.IP}/restconf/data/iett-
interfaces:interfaces/interface=Loopkackl0’ A
—--header 'Ceontent-Type: application/vang-data+j3cn®
—-header "Rccept: applicaticn/yang-datat+jscn'
--header 'Ruthorizaticn: Basic Y21zYZ236YZ21zY2ExMjMh'
-—inzecurea
--data '{

"ietf-interfaces:interface™: |
"Loopbackld™,
"iana-if-type:scftwareloopback™,
"enakbled™: true,
"letf-ip:ipv4d™:

"addreas™: [

{

"ipt: "ELELE.ET,

"netmask™: "255.255.255.255"

]
}J’
"ietf-ip:ipwe™: [}

Description

Host group | Selected w

select
| Clone | | Delete | | Cancel |

Spustenie skriptu musi byt ale podmienené spustacou akciou, ktoru je znova mozné nastavit v Casti
Alerts:




ZABBIX Trigger actions v

Fiter W

Name Status

[ B
=

back o 1P Trsger squats CSR1iv: Chnags (2 an mutsr Run script “cormact I8 on hosts: CSR1k

Repart probiams 1o Zabbéx admniirators Sand message 1o usar groups: Zabhix sdminstrators via al meda

Administration

Nastavenie spustacej akcie vyzera nasledovne (definuje sa podmienka, kedy déjde k spusteniu a
samotnd akcia, teda aky script sa spusti a kedy):

Action

Action  Operations 1

Conditions  Lapel Name

Action

A [Trigger equals C3R1kv: Chnage IF on router ] Remove

Enabled .

* At least one operation must exist.

Update | Clone | | Delete | | Cancel |

Action

Action

* Default operation step duration = 1m

Cperations Start in Duration Action

Immediately m ] Edit Remove

Recovery operations

Update operations

Pause operations for symptom problems |+
Pause operations for suppressed problems |+
Motify about canceled escalations | v

* Al least one operation must exist.

[ cione | [ Detete | [ cancel |




Operation details

Operation | correct IP W
Steps | 1 - 1 (0 - infinitely)
Step duration | 1m (0 - use action default)
* Target list Current host
Hosts Select
Host groups Select

Conditions abe Mame Action

Zobrazenie danej udalosti v nastroji Grafana je mozné vykonat nasledovne:

Disaster Chnage IP on router 18 dec 2023 11:51...

Redlnu funkénost je mozné otestovat tak, Ze manuélne zmenime IP adresu monitorovaného rozhrania
a nasledne uvidime jej okamZzity zmenu na pévodnd hodnotu (medzi tym bude o danej udalosti
vygenerované varovanie a zobrazené v ndstroji Grafana):



CS3R1kviconfigltint lo 10

CSRikuviconfig-ifIiip add 1.1.1.1 £55.255.£55.0
CSR1kv(config-if #tend

CSR1kuit

sAug Z1 13:07:19.310: »3Y5-5-CONFIG_I: Configured
=Aug 21 13:08:05.974: »DMI-5-CONFIG_I: FO: nesd:
ONF by cisco, transaction-id 18420

C3R1lkvitsh ip int b
Interface
GigabitEthernetl

IP-Address
192.168.56.1601
4.4.4.1

0K?
YES
YES
YES
YES

Method
DHCP
manual
other

5 5 5.0
8.8.8.8 other

from console by console
Conf igured from NETCONF~-RESTC

Status
up
up
up
up

Protocol
up
up
up
up

Zobrazovanie Statistik ziskanych protokolom SNMP

Nastroj Zabbix pouziva pre citanie dat a pristupovaniu k cielovym zariadeniam Sablény, ktoré je mozné
jednoducho importovat. Existuje databaza existujlcich $ablén. Sabléna je predpripravend mnozina
Item-ov. Standardnym protokolom pre monitorovanie sietovych zariadeni je protokol SNMP, ktory je

do nastroja Zabbix mozné importovat cez existujicu Sabldonu:

Hosts

ZABBIX

Monitoring

& KR

Host

Q

Host IPMI Tags Macros 1 Inventory

Encryption  Value mapping
Dashboards

Hostname | CSR1kv

Monitoring

Visible name

os  Services

Templates Mam

Inventory

Cisco 10S by SNMP

Action

Unlink Unlink and clear

Select

Reports

* Host groups
Data collection

Template groups.

nterfaces Type IP address
Host groups: CSR SNMP | 192.168.56.101
Tempiates b el Add

(=D Descrption
Maintenance

Event correlation

Discovery

Monitered by proxy

Alerts (no proxy) v

Enabled v/
Users

Administration

DNS name

Select

Default

Connect to Por

[ r EXNES .

Nasledne je v zalozke Monitoring - Latest data mozné vidiet rozne Statistické udaje ziskané protokolom

SNMP:



ZABBIX <« Latest data

g
p— seleo o [
Dashbeards
Hosts Selec Containg v R
5 _ Add
S | Monitoring Name
Problems Showtags | None | 1 | 2 B Tag name [{Z1 Shortened | None
Hosts Taq display priority
Latest data Show details
Maps
Subfilter affects only filtered data
s Services HOSTS
Zabbix server +125
Inventory
Reports B component 47 csr3 description 19 interface 19
G VALUES

. Data collection  ~ N
component: cpu 1 health « memory 3 network2¢ 051 raws system 1

>4 Alerts - B custom 3

description:  Nones VBox
lezm interface:  Gi110 Vo0
Administration - DATA
With data Without data

Hos Name 4 T
CSRIky #7: CPU utilization JEB 4m 255 T +1%
3 Support CSR1ky Chassis: Hardware serial number JEll 33m 215 9813PHTLOSH
e CSR1kr Cisco |0S: Hardware model name &l 34m 295 CSR1000V
el CSRIky Cisco 0S; Hardware serial number JEI 34m 208 9813PHTLQSH
* GSR1kv Cisco |0S: ICMP loss 455 0% component: health
St CSRiky Cisco 10S: ICMP ping 455 Up (1) component: health
Sign out GSRIkY Gisco 103 IGMP response time 159 3.00ms +1.03ms

Na zaklade nazvu je nasledne mozné v nastroji Grafana definovat zdroj $tatistickych dat a zobrazit
ziskané data v podobe grafu, ktory je mozné na zaklade vopred definovanych hrani¢nych hodnét
podfarbit, s ciefom rychlejsieho upozornenia na mozné problémy. Nasledujlci obrazok znazornuje
graf zobrazujuci Statistiku o vytazeni procesora:

Query inspector




Podobne je mozné zobrazit Statistiky o vytazeni paméte, pricom v ramci grafov je mozné pouzit
mapovanie hodnot na ich textovi podobu, ktorda umoziuje ich lepsiu Citatelnost aj pre menej technicky
znalych ludi:

Value mappings

Condition Display text

Range Low

Range 50,0001 Medium

Range 75,001 High

Cancel

Value

Range

Regex

Special




Dal3ou velmi zaujimavou $tatistikou je pocet prijatych a odoslanych bitov pre konkrétne rozhranie. Aj
pre tento Ucel je mozné pouzit protokol SNMP. MozZné vizualizacie v nastroji Grafana su zobrazené v
nasledujucich obrazkoch:

Query type Maetrics
Group Linux servers
Item tag

Functions

V pripade problémov s dostupnostou je vhodnym ukazovatelom tieZ doba odozvy (oneskorenie),
ktoré je mozné vizualizovat nasledovne:

Medium




Poznamka: V pripade ¢asto sa opakujicich hodnotéch, je mozné pracovat s premennymi, ktoré sa v
ramci nastroja Zabbix nazyvaju Macro. Makro je mozné vytvorit v rdmci definicie hosta a na hodnotu
v riom uloZenu odkazovat neskér na viacerych miestach:

ZABBIX « & NabEE

Host

o,

Host IPMI  Tags [WMacios 1] Inventory Encryplion  Value mapping
aswoarts
© Monitoring Innerited and host macros

Macro Value Description
co B {$SNMP_COMMUNITY} description Remove
- Remove
Inventory 5
4] Reports
Data collection
‘Template groups Name a ems Triggers Status @
Host groups CSR1kv Items 5 Triggers 22 Graphs 4 Discovery 8 Web 192.168 56.101:161 Enabled R
TEOLE Zabbix server ltems 125 Triggers Graphs 24 Discovery 5 Web  127.0.0.1:10050 Linux by Zabbix agent, Zabbix server heal Enabled ER

Hosts.

Maintenance




