Tvorba sietovych prostredi v AWS
cloud-e

Obsahom Lab manualu je ukazat’ pracu so zakladnymi sluzbami v AWS cloude potrebnymi pre
pracu a vytvaranie sietovych prostredi.

Topologia

Praca so zakladnymi sluzbami pre interakciu so sietovym prostredim bude demonstrovana na
nasledujucej topoldgii:
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Ulohy

Nasledujuce ulohy ukazu, ako vytvorit VPC siet, ako tuto siet rozdelit na menSie podsiete, ako
pracovat so smerovanim, ako umoznit pristup zariadeniam vo VPC sieti do internetu, ako
zabezpedit pristup ku konkrétnym zdrojom, ako vytvorit' virtualny server a pripojit sa na neho
vyuZzitim protokolov SSH a HTTP, ako povolit komunikaciu medzi dvojicou vnutornych zdrojov,
ako umoznit ich komunikaciu vyuzitim doménovych nazvov, ako vytvorit databazu a prepojit' ju s
virtualnym serverom a ako obmedzit komunikaciu medzi podsietami. Poslednou znazornenou
ulohou je ukazka ako vybrané vysSie uvedené koncepty automatizovat vyuzitim laaC nastroja
CloudFormation.

Pre pracu s AWS konzolou je potrebné mat viastny uéet. NiiCHICIDNPECCICIDOCoNCIa Dozl
na to, Ze niektoré AWS sluzby su spoplatnené a ich pouZitie méze byt Gctované. Druhou

moznostou je zakupenie kurzu, napr. cez platformu acloudguru, v ramci ktorej su k dispozicii 60
- 90 minutoveé cvicenia, ktorych sucastou je pristup do AWS konzoly.

VSetky vysSie uvedené funkcionality su v AWS cloude reprezentované na to uréenou sluzbou,
ktoru je mozné najst vyuzitim vyhladavacieho okna v AWS konzole.
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Virtual Private Cloud (VPC)

Vytvorenie virtualnej privatnej siete je mozné vyuzitim sluzby VPC, v ramci ktorej staci zvolit
moznost Create VPC a definovat nasledujuce parametre:

Typ: typ VPC siete

Tag: oznacenie VPC siete

IPv4 CIDR block: spésob definovania adresného rozsahu

IPv4 CIDR: 10.0.0.0/16 (samotny adresny rozsah)

IPv6: No IPv6 CIDR Block

Tenancy: Default



Resources to create Info

Create only the VPC resource or the VPC and other networking resources

O VPConly

() VPC and more ‘

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

| VPC |

IPv4 CIDR block Info

© |Pv4 CIDR manual input
() IPAM-allocated IPv4 CIDR block

IPvd CIDR
| 10.000/14

IPv6 CIDR block Info

© No IPvé CIDR block
O IPAM-allocated IPv6 CIDR block

) Amazon-provided IPv6 CIDR block
() IPv6 CIDR owned by me

Tenancy Info

‘ Default v [g

Tenancy sluzi na urCenie toho, &i zdroje v nasej VPC sieti budu spustené na zdielanych serveroch
(default - lacnejSie rieSenie), alebo na dedikovanych (dedicated - drahSie rieSenie).

x @ You successfully created vpc-09ec6b8b0693f97¢2 / VPC

VPC dashboard

EC2 Global View [

Filter by VPC: Your VPCs (1/1) nfo [
Select a VPC v | Q
Virtual private cloud Name v VPCID v State v IPv4 CIDR v 1Pv6 CIDR v DHCP option set
Your VPCs
‘ d vpc-09ec6bBb0693FI7c2 @ Available 10.00.0/16 = dopt-098b69014bdbe
Subnets

Route tables

Internet gateways

Egress-only internet

gateways

) vpc-09ec6b8b0693f97¢2 / VPC
Carrier gateways

DHCP option sets Details Resource map CIDRs Flow logs Tags
Elastic IPs
Managed prefix lists Details
Endpoints
VPCID State DNS hostnames DNS resolution

Endpoint services

NAT gateways

P vpc-09ec6b8b06IZFI7c2

@ Available

Disabled

Enabled

P " Tenancy DHCP option set Main route table Main network A

cerin onnections Default dopt-098b69014bdbed 109 rtb-Oce19b67b94f9cd90 acl-0ea317d1d
Security Default VPC IPvd CIDR 1Pv6 pool IPv6 CIDR (Netv
Network ACLs No 10.0.0.0/16 - _



Subnets

Definovanie podsiete vyZaduje nastavenie nasledujucich parametrov:
e VPC ID: id vytvorenej VPC, do ktorej bude podsiet’ patrit’
e Subnet name: meno podsiete
e Availability Zone: AZ, v ktorej sa bude podsiet’ nachadzat’
e |Pv4 CIDR block: adresny rozsah danej podsiete

Create subnet .+«

VPC

VPCID
Create subnets in this VPC

vpc-09ec6b8b0693F97c2 (VPC) v
Associated VPC CIDRs
IPv4 CIDRs
10.0.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name

reate a tag with a key of ‘Name' and a value that you specify.
SUB_A
The name can be
Availability Zone Info
se the zone in which your subnet will reside, or let Amazon choose one for you

US East (N. Virginia) / us-east-1a v

IPv4 CIDR block Info

Q 10.0.10.0/24 X
10.0.10.0/24

Key Value - optional

Q. Name X Q, SUB_A X

Rovnakym spOsobom vytvorte aj podsiet SUB_B, ktorej pridelte adresny rozsah 10.0.20.0/24.
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© You have successfully created 1 subnet: subnet-06063ad44d1b6a2ad

VPC dashboard X

EC2 Global View [4
Filter by VPC: Subnets (2) info
v Q
¥ Virtual private cloud Name v Subnet ID v State v VPC v IPv4 CIDR
YolrVRES SuB_B subnet-06063ad44d1b6a2ad © Available /pc-09ec6b8b06IZFITc2 | VPC 10.0.20.0/24
SUB_A subnet-Ode1fb0e579fe201c © Available vpc-09ec6b8b069397c2 | VPC 10.0.10.0/24
(o] tabl:

Routing table concepts

V AWS existuje globalna smerovacia tabulka, v ktorej sa Standardne nachadzaju vsetky
podsiete a ma suhrny zaznam na dosiahnutie celého adresného rozsahu celej VPC. Pre vacsiu
granularitu je ale mozné vytvorit lokalne smerovacie tabulky a v nich definovat, kam dana
podsiet dokaze smerovat data. Podsiet, v ktorej sa nachadza default route sa oznacuje ako

verejna.

C dashboard X Route tables (1/1) o [s]
EC2 Glohal View [3
2 Glok B2 a
Filter by VPC
v Name Route table ID Explicit subnet associat. Edge associations M VPC Owner ID

731841533122

¥ Virtual private cloud

rth-0ce19b67b949¢d90

Details Subnet associations Edge associations Route propagation Tags
I —_—
El
4 fix Routes (1
Q h -
Destination Target Status Propagated
10.0.00/16 local © Act No

¥ Security

Internet Gateway

IGW je sluzba umoznujuca pristup k internetu. Tato sluzba méze byt oznaCena ako smer pri
definovani default route. Pri vytvarani IGW staci definovat jej nazov.

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name

for the gateway below
Internet gateway settings

Name tag
Creates a tag wit

I6W



Vytvorenu IGW je nasledne potrebné priradit’ (Attach) k existujucej VPC cez zaloZzku Actions -
Attach to VPC, kde staci definovat cielovi VPC siet.

VPC dashboard X @ Intemet gateway igw-024b9062d9fd32d6b successfully attached to vpc-09ec6b8b0693f97¢2

EC2 Global View [4

VPC Internet gateways gw-024b9062dSfd32d6L

igw-024b9062d9fd32d6b / IGW

Filter by VPC.

¥ Virtual private cloud

our VPCs Details info
Subnets
Route tables Internet gateway ID State .
igw-024b9062d9fd32d6b © Attached vpc-09ec6b8b0693f97c2 | VPC

Do smerovacej tabulky nasledne staci pridat default route a ako ciel nastavit’ vytvorenu IGW.

VPC Route tables rtb-0ce19b67b94f9cd90 Edit routes
Edit routes
Destination Target Status
10.0.0.0/16 Q local % @© Active
Q 0.00.0/0 X [ Q igw] X
igw'024lr3£062d9fd 32d6b (IGW)
Add route pe)

Elastic Compute Cloud (EC2)

EC2 predstavuje instanciu virtualneho zariadenia. Pri jej vytvarani je potrebné definovat
nasledujuce parametre:
e Priradit do VPC a podsiete
e Zvolit OS (AWS linux) a typ indtancie
e Vygenerovat SSH klu¢ pre vzdialenu spravu (.pem file)
e Nastavit' sietové parametre a povolit priradenie verejnej IP (potrebné pre umoznenie
dostupnosti z internetu)
Vytvorit' SG a povolit v nej SSH (vzdialeny pristup) a HTTP (pristup na webovu stranku)
Viozit script na instalaciu Web servera

Konfiguracia vysSie uvedeného sa zacina v zalozke EC2 - Launch an instance:



Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

| pc1' Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Q Search our full catalog including 1000s of application and OS images

s

Quick Start
Amazon macos Ubuntu Windows RedHat || S Q
Linux
> Browse more AMIs
aws ° " i Including AMIs fi
ni Microsoft RedHat ncluding AMIs from
S~ ubuntu L ‘ AWS, Marketplace and
the Community
Amazon Machine Image (AMI)
Amazon Linux 2 AMI (HVM) - Kernel 5.10, SSD Volume Type Free tier eligible
ami-Oaa7d40eeaeS0c9a9 (64-bit (x86)) / ami-084237e82d7842286 (64-bit (Arm)) v
Virtualization: hym  ENA enabled: true  Root device type: ebs
¥ |Instance type Info
Instance type
t2.micro Free tier eligible
Family:t2 1vCPU 1 GiB Memory v Compare instance types

On-Demand Linux pricing: 0.0116 USD per Hour
On-Demand Windows pricing: 0.0162 USD per Hour

v Key pair (login) nfo

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

key v ‘ C |Create new key_ga_irl




¥ Network settings info

VPC - required Info

vpc-09ec6b8b0693f97c2 (VPC)

v

10.0.0.0/16 c

Subnet Info
subnet-0de1fb0e579fe201c SUB_A
VPC: vpc-09ec6b8b0693f97¢2  Owner: 731841533122  Availability Zone: us-east-1a v C  Create new subnet [
IP addresses available: 251 CIDR: 10.0.10.0/24)

Auto-assign public IP Info

| Enable v ‘

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

‘ © Create security group ‘ ‘ () Select existing security group ‘

Security group name - required

[ PC_SG ’

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/()#,@[+=&;{}!$*

Description - required Info

‘ PC_SG I

Inbound security groups rules

¥ Security group rule 1 (TCP, 22, 85.159.104.185/32)

Type Info Protocol Info Port range Info

' ssh v \ TCP 22

Source type Info Name Info Description - optional Info I

' My IP v ‘ Q. Add CIDR, prefix list or security e.g. SSH for admin desktop I
85.15 85/32 X

¥ Security group rule 2 (TCP, 80, 0.0.0.0/0)

Type Info Protocol Info Port range Info

’ HTTP v ‘ TCP 80

Source type Info Source Info Description - optional Info

[ Anywhere . £ ] Q. Add CIDR, prefix list or security e.g. SSH for admin desktop

User data - optional Info
Enter custom user data into the field below

#1/bin/bash

yum update -y

yum install -y httpd

chkconfig httpd on

service httpd starﬂ 1

Zvy3ok parametrov mdze ostat' v Standardnom nastaveni.



C Connect Instance state ¥ 2

D New EC2 Experience o Instances (1/1) e
Q c
2 Dashboard
' Name v | Instance ID Instancestate ¥ | Instancetype ¥ | Status check Alarm status Availability Zone ¥ | Public IPv4 DNS v
Global V
! PC1 -0a168d¢ 69d5 ®Rumning @@ t2.micro - No alarms 4 us-gast-1a -
Events
Limit
* Instances
nstance Type:
aunch Templ
pot Requ =
reinas Plan Instance: i-0a168d94605¢569d5 (PC1)
Reserved Instance
Details Security Networking Storage Status checks Monitoring Tags
ated Hosts
Scheduled Instances ¥ Instance summary Info
I Reservatior Inst I blic IPv4 addr
i-0a168d94605¢569d5 (PC1) B'I 34.235.88.120 | open address [
* Images \,
v addr nstance state P
AMI B © Running -
alog
0-0-10-153.ec2.internal ip-10-0-10-153.ec2.internal

¥ Elastic Block Store

Volumes Answer private resource DNS name Instance type Elastic IP addresses

Overit’ Uspesnost rieSenie je mozné zobrazenim webovej stranky dostupnej na verejnej adrese
servera.

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that the Apache HTTP server installed at this site is working properly.

-

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the website you just visited is either experiencing problems, or is undergoing You may now add content to the directory /var/wew/nt=1/. Note that until you do so, people 1
routine maintenance. and not your content. To prevent this page from ever being used, follow the instructions in tl

If you would like to let the administrators of this website know that you've seen this page instead of the page you expected, you You are free to use the image below on web sites powered by the Apache HTTP Server.

shouid send them e-mail. in general, mail sent to the name "webmaster” and directed to the website’s domain should reach the

appropriate person W by 24
APACH

For example, if you experienced problems while visiting www.example.com, you should send e-mail to
“webmaster@example.com’

Overenie pripojenia na SSH daného servera je mozné cez zalozku Connect, kde je mozné ngjst
postupnost krokov pre ssh pripojenie (vyZaduje existenciu .pem suboru definovaného pri
vytvarani inStancie).

Connect to instance info

0a168d94605¢

9d5 (PC1) using any of these opt

Connect to your in

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID

-0a168d94605c569d5 (PC1)

1. Open an SSH client.

2. Locate your private key file. The key used to launch this instance is key.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
chmod 400 key.pem

4, Connect to your instance using its Public IP:
34.235.88.120

Example:

ssh -i "key.pem” ec2-user@34.235.88.120



C:\Users\rp385yq\Desktop>ssh -i "key.pem" ec2-user@34.235.88.120

The authenticity of host '34.235.88.120 (34.235.88.120)' can't be established:
ECDSA key fingerprint is SHA256:KDSEkv22ImcndfwCK9NcxaZWPoqlWQigCjN86Coqzf0.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '34.235.88.120' (ECDSA) to the list of known hosts.

N D
o /  Amazon Linux 2 AMI

[\

https://aws.amazon.com/amazon-1linux-2/
[ec2-user@ip-10-0-10-153 ~]$%

Vytvorenim suboru /var/www/html/index.htm, je mozné upravit obsah zobrazovanej webove;j
stranky.

<html>
Hello world from PC1
</html>

< C A Nezabezpeéené | 34.235.88.120

Hello world from PCl1

Rovnakym spdsobom je potrebné vytvorit’ aj zariadenie PC2.

D New EC2 Experience % Instances (1/2) info C ‘ Connect H Instance state ¥
Tell us what you think
Q Find instance by attribute or tag (case-sensitive)
EC2 Dashboard 8  Name v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone ¥ | Public IPv4 DNS
EC2 Global View —
! 0 PC1 i-0a168d94605¢569d5 ®Running @A t2.micro @ 2/2 checks passed  No alarms =+ us-east-1a -
Events
PC2 i-03d0dd1a5¢12dd8sf ®Running @Q t2.micro - Noalarms 4+ us-east-1b -
Tags
Limits
r Instances
Instances

Instance Types
Launch Templates
Spot Requests -
s . Instance: i-03d0d41a5¢12dd88f (PC2)

avings Plans

Reserved Instances

Details Security Networking Storage Status checks Monitoring Tags
Dedicated Hosts
Scheduled Instances ¥ Instance summary Info
Capacity Reservations Instance ID Public IPv4 address Private IPv4 addresses
i-03d0d41a5¢12dd8sf (PC2) 18.212.137.53 | open address [4 10.0.2.173
r Images
IPv6 address Instance state Public IPv4 DNS
AMIs - @ Pending -
AMI Catalog
Hostname type Private IP DNS name (IPv4 only)
IP name: ip-10-0-20-173.ec2.internal ip-10-0-20-173 ec2.internal

7 Elastic Block Store



Security Group (SG)

Bezpecnostné skupiny sluzia na ochranu konkrétnych sietovych kariet pouzivanych zdrojov.
Obsahuju len povolenia a m6zu byt definované v smere do ale aj v smere z daného zdroja.
Pravidla maju stateful charakter a teda vSetko €o je vjednom smere povolené SG, tak automaticky
aj odpovede na tuto komunikaciu st povolené. Standardne je vSetka komunikacia smerom von
povolena, aviak smerom dnu len to, o sme definovali pri vytvarani EC2 inStancie. Kvoli tomu,
aktualne nie je mozna komunikacia protokolom ICMP z PC1 na PC2, pretoZze PC2 v smere in
nepovoluje ICMP spravy. Opravit tento nedostatok je mozné pridanim daldieho zaznamu do SG.

Edit inbound rules .

Inbound rules it

Route 53

Route 53 je sluzba pre mapovanie IP adries na doménové nazvy. Je to AWS DNS sluzba.
Standardne v ramci AWS funguje lokalne DNS, ktoré umozfiuje dosiahnutelnost zdrojov vyuzitim
ich Private IP DNS name. Pre definovanie vlastnych doménovych nazvov je ale potrebné
dodatoCné nastavenie. V ramci sluzby Route 53 je potrebné vytvorit Private Hosted zone.
Existuje aj Public hosted zone, no ta by spravovala globalne dostupné DNS zaznamy, av3ak
vyZaduje zakupenie domeény.

Vytvorenie Privatnej hosted zény vyZaduje nastavenie jej typu, nazvu domény a VPC siete.

Hosted zone configuration

O Private hosted zone



VPCs to associate with the hosted zone 1nfo

To use this hosted zone to resolve DNS gueries for one or more VPCs, choose the VPCs. To associa with sted zone wh fu
VPC was created using a different AWS account, you must use a programmatic method, such as I
@ For each VPC that you associate with a private hosted zone, you must set the Amazon VPC settings X
enableDnsHostnames and enableDnsSupport [4 to true.
Region Info VPCID Info
LIS East (N. Virginia) [us-east-1] v | Q vpc-02b1730738f5627a34 ™ l Remove VPC
Add VPC

Po vytvoreni hosted zény sa vytvori zakladna Struktiru DNS zaznamu definujuca NS a SOA
atributy.

Route 53 » Hosted zones > test.com

@ test.com e Delete zone
» Hosted zone details Edit hosted zone
Records (2) Hosted zone tags (0)
Records (2) info
Automat for optimized for best filter results. To change modes go to settings

& Import zone file

Q T v v v 1 (o]

Record name - Type ¥ Routin... ¥ Differ... ¥ Value/Route traffic to v

test.com NS Simple

test.oom SOA Simple - ns-1536.awsdns-00.co.uk. awsdns-hostmaster.amazon.com. 172009,

Teraz uz len staci definovat' A zdznam mapujuci poZadovany nazov domeény, napr.
Pc2.test.com na IPv4 adresu daného zariadenia.

Quick create record Switch to wizard

¥ Record 1

Record name  Info Record type  Info

pc2 .test.com A - Routes traffic to an IPv4 address and some AWS resources v

TTL (seconds) Info Routing policy  Info

300 1m 1h 1d Simple routing v

Recommended values: €0 to 172800 {two days)
| Add another record ‘

Cancel Create records

Funkciou Route 53 je tvorba tzv. Alias zaznamov, ktoré umoznuju efektivne mapovanie
doménového nazvu na doménovy nazov.



Quick create record Switch to wizard

¥ Record 1
Record name  Info Record type  Info
pc2a test.com A - Routes traffic to an IPvd address and some AWS resources v
Keep blank to create a record for the root domain,
c Alias

Route trafficte  Info

Alias to another record in this hosted zone v
i
An alias u ution and ano he same hosted zone bal and available onl gin
X
Alias hosted zone ID: Z1[300242ETYOKOXTGIIR
Routing policy  Info Evaluate target health
Simple routing v | O ves

[ Add another record l

Cancel Create records
Records (4) info
Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings
Q v v v 1 ®
Record name v Type ¥ Routin... ¥ Differ... ¥ Value/Route traffic to
test.com NS Simple
test.com SOA Simple ns-1536.awsdns-00.co.uk. awsdns-hostmaster.amazon.com. 1 720..
pc2.test.com A Simple 10.0.20.245
pc2a.test.com N A Simple pc2.test.com.

[ec2-user@ip-10-0-10-84 ~]$ ping pca.test.com

PING pc2a.test.com (10.0.20.245) 56(84) bytes of data.

64 bytes from ip-10-0-20-245.ec2.internal (10.0.20.245): icmp_seq=1 ttl=
255 time=0.666 ms

64 bytes from ip-10-0-20-245.ec2.internal (10.0.20.245): icmp_seq=2 ttl=
255 time=0.735 ms

Rational Database Service (RDS)

RDS je sluzbou pre vytvaranie relacnych databaz. Databazu je mozné vytvorit’ kliknutim na
tlacidlo Create database a volbou konkrétneho typu databazy.



Engine options

Engin€type Info

Amazon Aurora
-
@ .

O Postgre

@‘"Z ORACLE QL Server

Oracle Microsoft SQL Server

Ako template je potrebné zvolit' Free tier.

Templates

Production Dev/Test Q Free tier

Dalej je potrebné nastavit Meno databazy a prihlasovacie Udaje (Master username a Master
password). ZvySok parametrov je mozné nechat bez zmeny. Jedinym parametrom, ktory je eSte
potrebné nastavit je Initial database name, ktory je mozné najst’ v asti Additional Configuration.
Tiez je potrebné definovat v akej VPC sieti a AZ sa databaza bude nachadzat.



Settings

DB instance identifier Info
Type a name for your DB instance. The name must be unigue across all DB instances owned by ynurIAWS account in the current AWS
Region

| T |

The DB instance identifier Is case-insensitive, but is stored as all lowercase (a5 in “mydbinstance”). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can’t end with a hyphen.

¥ Credentials Settings

Master username Info
Type a login 1D for the master user of your DB instance.
postgres

1 to 16 alphanumeric characters. First character must be a letter.

["] Manage master credentials in AWS Secrets Manager - new
Manage master user cradentials in Secrets Manager. RDS can generate a password for you and
manage it throughout its lifecycle

[ Auto generate a password
Amazon RDS can generate a passward for you, or you can spacify your own password.

Master password Info

Constraints: At least B printable ASCH characters. Can't contain any of the following: / (slash), ‘(single quote), “{double quote) and @
(at sign)

Confirm master password Info

v Additional configuration

Database options, encryption tumed on, backup turned on, backtrack turned off, maintenance, CloudWatch Logs, delete
pratection turned off,

Database options

Initial database name Info

| myDE

If you do not specify a database name, Amazon RDS does not create a database.

DE parameter group Info

| default.postgres13 v




Po dihsej chvili dbjde k vytvoreniu databazy.

Summary

DB identifier cPU Status Class
database-1 1 T 6.82% © Available db.t3.micro
Role Current activity Engine Region & AZ
Instance 171 0.00 sessions PostgreSQL us-east-1a
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Connectivity & security

Endpoint & port Networking Security
Endpoint Availability Zone VPC security groups
us-east-1a default (sg-Obaed 2fc740ee65f9)
© Active
VPC
Port VPC (vpc-0b999025935ab20¢7) Publicly accessible
5432 N No
N
Subnet group
default-vpc-0b999025935ab20c7 Certificate authority Info

rds-ca-2019

Subnets

Certificate authority date

August 22, 2024, 19:08 (UTC+02:00)

Network type DB instance certificate expiration date

IPva August 22, 2024, 19:08 (UTC+02:00)

RDS Databases

@ Consider creating a Blue/Green Deployment to minimize dewntime during upgrades
You may want to consider using Amazon RDS Blue/Green Deployments and minimize your downtime during upgrades. A Blue/Green Deployment provides a staging environment for ¢l
Guide [Z Aurora User Guide [§

Databases @O Group resources

Q

DB identifier ' Role ¥ Engine ¥ Region & AZ ¥ Size v Status v Actions ¥ cPu

database-1 Instance PostgreSQL us-east-1a db.t3.micro @ Available - o

Teraz je potrebné v €asti vytvorenej databazy kliknut na zalozku Actions a zvolit moznost' Set
up EC2 connection. Tu staci zvolit EC2 inStanciu, s ktorou je potrebné vytvorit spojenie.
Set up EC2 connection

Select EC2 instance

Database

iatabase-1

EC2 instance

B m



Vytvorené nastavenie automaticky vytvori potrebné SG a priradi ich na inStancie EC2 a DB.

Connection summary inf

You are setting up a connection between RDS database database-1 and EC2 instance i-04362945db88e9¢a8 [4.

To set up a connection between the database and the EC2]instance, VPC security group rds-ec2-1 is added to the

atabase, and VPC security group ec2-rds-T1 is added to the EC2 instance
L9
ecurity UL Security groug
rds-ec2-1 (connection rule) ec2-rds-1 (connection rule)
LiLLL
RDS - -
& >
< » - ™~
Jec2F
— -
ini
ta e-1 043629454t eYca
Bold in
5g-03896fcf5a26b99a7 - ec2-rds-1
Details Inbound rules Outbound ru Tags
® You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer X
Qutbound rules (1/1) Cc ‘ Manage tags ‘ Edit outbound rules
Q 1 @
Name 4 Security group rule.. IP version . Type Protocol Port range Destination Description
sgr-03367c8741a061a PostgreSQL e 5432 s9-Obf3b4aaaf726fdac Rule to allow connecti
L »
5g-0bf3b4aaaf726f4ac - rds-ec2-1
Details nbound ru Outbound rules Tags
@ You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer X
Inbound rules (1/1) c Manage tags Edit inbound rules
Q 1 @
Name Security group rule. IP version Type Protocol Port range Source Description
sgr-0fd4 1cBibactf1e99 PastgreSQL TcP f5432) 5g-03896fcf5a26099. Rule to allow connecti...

3

Na pripojenie sa z EC2 inStancie na databazu je potrebné spustit’ nasledujuce prikazy z EC2
indtancie (inStalovanie db klienta a vykonanie prihlasenia):

sudo yum install postgresqgllb

psql -h <IP_Address> -p <port no> -d <database name> -U <DB username>
-W

psgl -h database-1l.cvzalOg2euwl.us-east-1l.rds.amazonaws.com -p 5432 -
d myDB -U postgres -W




[ec2-user@ip-10-0-10-199 ~]$% psql -h database-1.cvzal@g2euwl.us-east-1.rds.amazonaws.com -p
5432 -d myDB -U postgres -W
Password for user postgres:
psql (9.2.24, server 13.7) :
WARNING: psql version 9.2, server version 13.0.
Some psql features might not work.
SSL connection (cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256)
Type "help" for help.

myDB=>

Interakcia s Postgresql databazou je nasledne vykonatelna vyuzitim beznych prikazov:

\l - zoznam databéaz

CREATE TABLE students (
user id serial PRIMARY KEY,
username VARCHAR (50),
email VARCHAR (50)

)

\dt - zobrazenie vytvorenych tabuliek

INSERT INTO students (username, email)
VALUES ('studentl', 'studentl@mail.com');

SELECT * from students;

\q
myDB=> \1
List of databases
Name | Owner | Encoding | Collate | Ctype | Access privileges
——————————— o s e
myDB | postgres | UTF8 | en_US.UTF-8 | en_US.UTF-8
postgres | postgres | UTF8 | en_US.UTF-8 | en_US.UTF-8 |
rdsadmin | rdsadmin | UTF8 | en_US.UTF-8 | en_US.UTF-8 | rdsadmin=CTc/rdsadmin+
| | | | | rdstopmgr=Tc/rdsadmin
template®’ | rdsadmin | UTF8 | en_US.UTF-8 | en_US.UTF-8 | =c/rdsadmin +
| | | | | rdsadmin=CTc/rdsadmin
templatel | postgres | UTF8 | en_US.UTF-8 | en_US.UTF-8 | =c/postgres +
| | | | | postgres=CTc/postgres
(5 rows)

myDB=> CREATE TABLE students(
myDB(> user_id serial PRIMARY KEY,
myDB(>  username VARCHAR(50),
myDB(>  email VARCHAR(50)
myDB(> );
CREATE TABLE
myDB=>
myDB=>
myDB=>
myDB=> \dt
List of relations
Schema | Name | Type | Owner
———————— B e
public | students | table | postgres
(1 row)



myDB=> INSERT INTO students(username, email)
myDB-> VALUES ('studentl', 'studentl@mail.com');
INSERT 0 1

myDB=>

myDB=>

myDB=> INSERT INTO students(username, email)
myDB-> VALUES ('student2', 'student2@mail.com');

INSERT 0 1
myDB=>
myDB=>
myDB=> SELECT * from students;
user id | username | b email
_________ I

1 | studentl | studentl@mail.com
2 | student2 | student2@mail.com
(2 rows)

Network Access Control Lists (NACL)

NACL su sietoveé pristupové zoznamy, ktoré je mozné pouzivat na obmedzenie komunikacie
medzi podsietami. NACL maju stateless spravanie a teda pravidlo pridané do NACL automaticky
nepovoluje spatnu komunikaciu. Princip je rovnaky ako pri ACL a teda sa jedna o Cislovany
zoznam pravidiel, kde je mozné mat Allow a Deny pravidla. NACL sa vyhodnocuje zhora nadol,
pricom na konci je implicitny zaznam deny any. K ACL sa da dostat cez zalozku VPC, Security
a Network ACLs, kde v ramci ACL je mozné vidiet jeho zakladnu charakteristiku, vstupné a
vystupné pravidla. Nakoniec je su¢astou ACL aj jeho asociacia s podsietami, na ktoré bude NACL
aplikovany.

Details Inbound rules Qutbound rules Subnet associations Tags

@ You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer X

Outbound rules (2) Edit outbound rules ‘
Q. Filter outbound rules 1 ®

Rule number v \ Type v | Protocol v Port range v Destination v Allow/Deny v

100 All traffic All All 0.0.0.0/0 @ Allow



Pri vytvarani nového ACL staci kliknut na Create network ACL a nastavit' jeho nazov a VPC do
ktorej bude patrit.

Network ACL settings

Name - optional

VPC

V novo vytvorenom ACL je potrebné vlozZit pravidla podla poziadaviek a nasledne staci zvolit z

ponuky dostupnych podsieti, do ktoreych bude NACL patrit. Povolenie SSH pripojenia z
akéhokolvek zdroja znazorfiuje nasledujuci obrazok:

Edit inbound rules

nbound rules control the incoming traffic that's allowed to reach the VPC.
Rule number Info Type Info Protocol info Part range Info Source Info Allow/Deny  Infa
100 Custem TCP v 22 0.0.0.0/0 Allow v Remove
Add new rule Sort by rule number
Cancel Preview changes ."'I
A
Details Inbound rules Qutbound rules Subnet associations Tags
Subnet associations Edit subnet associations |
Q, Filter subnet associations 1 &
Mame v Subnet 1D v Associated with v Availability Zone v IPvd CIDR v P
CloudFormation

CloudFormation je sluzba na automatizované nasadzovanie zdrojov zaloZzenom na definovani
konfiguraéného suboru v YAML alebo JSON formate. Tento konfiguraény subor staci nasledne



vlozit' v ramci vytvarania Stack objektu v kontexte CloudFormation sluzby. Pri vytvarani Stack-u
je mozné zvolit’ pouzitie Sablény a miesto, kde sa nachadza (S3 alebo na lokalnom PC).

Create stack

Prerequisite - Prepare template

© Template is ready Use a sample template Create template in Designer

Specify template

A templ ML file that de ibes your stack's v rc nd pro

© Amazon S3 URL Upload a template file

Po vytvoreni Stack objektu déjde k vytvoreniu vSetkych jeho zdrojov. Vyhodou tohto spdsobu
prace so zdrojmi je, Ze ich je mozné priebezne aktualizovat a hlavne na konci, pri zmazani celého
Stack objektu dbéjde k vymazaniu vSetkych zdrojov, vdaka ¢omu neddjde k zabudnutiu spustenie
niektorej zo sluzieb, ktorej nechcena prevadzka méze spbsobit znacné finanéné dosledky.
Nasledujuci vypis znazornuje zakladny konfiguraény subor pre vytvorenie vybranych vyssSie
uvedenych zdrojov (VPC, SUB_A, SUB_B, EC2, SG, IGW):

Resources:
MyVPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: "10.0.0.0/16"
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
Tags:

- Key: "Name"
Value: "vpC"

MySubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref MyVPC
CidrBlock: "10.0.10.0/24"
AvailabilityZone: us-east-la
Tags:
- Key: "Name"
Value: "SUB A"




MySubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !'Ref MyVPC
CidrBlock: "10.0.20.0/24"
AvailabilityZone: us-east-1b
Tags:
- Key: "Name"
Value: "SUB B"

MySecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref MyVPC
GroupDescription: "Allow SSH and HTTP traffic"
SecurityGrouplngress:

- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: "0.0.0.0/0"

- IpProtocol: tcp
FromPort: 80
ToPort: 80
CidrIp: "0.0.0.0/0"

- IpProtocol: icmp
FromPort: -1
ToPort: -1
CidrIp: "0.0.0.0/0"

Tags:

- Key: "Name"

Value: "SG"

MyEC2Instancel:
Type: AWS::EC2::Instance
Properties:
InstanceType: t2.micro

ImageId: ami-04cb4ca688797756f # Replace with a valid AMI ID

KeyName: !Ref MyKeyPair
NetworkInterfaces:
- AssociatePublicIpAddress: "true"
DeviceIndex: "0O"
GroupSet:
- Ref: "MySecurityGroup"
SubnetId:
Ref: "MySubnetl"
Tags:
- Key: "Name"
Value: "PC1"

MyKeyPair:
Type: "AWS::EC2::KeyPair"




Properties:
KeyName: "my-keypair"

MyInternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: MyInternetGatewayName

AttachGateway:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref MyVPC
InternetGatewayId: !Ref MyInternetGateway




